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About this book

This document describes how to set up and use the Stonesoft StoneGate firewall in
the context of Linux® Utilities for IBM® System z' (Linux Utilities).

Linux Utilities are a suite of Linux solutions configured and tested on System z in
a z/0OS and Linux workload scenario. Linux Utilities provide specific infrastructure
functions that are complimentary to functions on z/OS. With Linux Utilities you
have an additional option to optimize your z/OS environment. Linux Utilities help
to provide quick deployment, easy installation, and reduced time-to-market of
infrastructure functions with minimal impact on z/OS skills and resources.

For more information on Linux Utilities visit [www.ibm.com/zseries/os/linux /|
On this site you might also find updates to this document.

For information on running Linux on System z mainframes see:
* z/VM and Linux on IBM System z: The Virtualization Cookbook for SLES9, SG24-6695
* |z/VM and Linux on IBM System z: The Virtualization Cookbook for Red Hat Enterprisd

Linux éll SG24-7272

© Copyright IBM Corp. 2006 v


http://www.ibm.com/zseries/os/linux/utilities
http://www.ibm.com/zseries/os/linux/utilities
http://www.ibm.com/redbooks/abstracts/sg246695.html
http://www.ibm.com/redbooks/redpieces/abstracts/sg247272.html
http://www.ibm.com/redbooks/redpieces/abstracts/sg247272.html

vi Installing and using StoneGate



Chapter 1. Overview

The Stonesoft StoneGate High Availability Firewall is a combined firewall and
virtual private network (VPN) solution which helps you to control the traffic to
and from your network. The network can be best protected by running the firewall
in an LPAR or virtual machine on System z, the safest server family of IBM. By
making use of the System z hardware the requirement for an external firewall box
(and the maintenance of the hardware and software of this) is removed.

The functions provided by the utility include:

* Protection of mainframe applications from network attacks,
* VPN between the mainframe and user workstations,

* High availability using hot standby or clustering,

* Firewall management from a secure workstation.
Further information

Comprehensive information about Stonesoft StoneGate can be found at the
Stonesoft website:
Main page

[http:/ / www.stonesoft.com|

System z and zSeries page
lhttp:/ /www.stonesoft.com /products/IBM_zSeries|

StoneGate Manuals
Ihttps: / /my.stonesoft.com/download / doc|

for the StoneGate FW/VPN and SMC Installation, Administration, and
Reference guides.

Software downloads
lhttps:/ /my.stonesoft.com /download|

The StoneGate Firewall software and the Stonesoft Management Center
software can be downloaded from the links on this page.

Note: A valid StoneGate license is required to access the downloads. You
will be asked to enter your proof of license (POL) or proof of serial
number (POS) code.

Management Center
lhttp:/ / www.stonesoft.com /products/Management_Center|

The Management Center must be installed on a workstation with network
access to the System z machine before the firewall is installed on System z.

More documentation on each product can be found by following the "Support”
links from these pages.

A general view of the StoneGate firewall, including an example installation on
z/VM®, is given in the redbook:

Linux on zSeries and S/390: Best Security Practices
lhttp:/ /www.redbooks.ibm.com /redbooks /pdfs/sg247023 pdf#page=99|
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Chapter 2. Prerequisites

This section identifies prerequisites for the Stonesoft StoneGate firewall on System
z.

A valid license for the StoneGate Firewall and the Stonesoft Management Center is
required. The software for these must be obtained either on a CD from Stonesoft or
by download from the website listed in [Software downloads}

The firewall will be controlled from a Stonesoft Management Center installed on a
workstation. If this is not already available on the network it must be prepared as
described in the chapter "Installing the Management Center” in the StoneGate
FW/VPN Installation Guide at |https:/ /my.stonesoft.com /download /dod

The Stonesoft StoneGate firewall must be installed directly into an LPAR or virtual
machine.

The StoneGate product is a complete package. A hardened Linux distribution is
included as the base of the install package. Therefore no other Linux software or
licence is required to deploy the firewall in the System z environment.

A firewall in an LPAR will require at least 128 megabytes of memory and two
dedicated DASD blocks of at least 2.3 gigabytes each. A firewall in a virtual
machine will require at least 128 megabytes of memory and two CMS minidisks of
at least 1 gigabyte each. Detailed requirements are listed in the "StoneGate for
zSeries Hardware Requirements” document listed on the Stonesoft page

Ihttp: / /www.stonesoft.com/products/ IBM_zSeriesl

Check the website in [Software downloads| for the latest version of the Stonesoft
StoneGate client.
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Chapter 3. Capacity planning

Usage limits of the Stonesoft StoneGate firewall.

Limitations of the firewall are listed in the release notes for the version in use.
These are found in the "Support” area of the StoneGate web-site. See |[Chapter 1
[‘Overview,” on page 1| for details.

© Copyright IBM Corp. 2006
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Chapter 4. Installation

Installation of the Stonesoft StoneGate firewall on System z

The Stonesoft StoneGate firewall is installed as a complete Linux on System z
machine. This may be a virtual machine running under z/VM or a logical machine
running in a LPAR. Note that the package is complete in itself and is not installed
on an existing Linux system.

The firewall also requires the StoneGate Management Center to be installed on a
workstation. General instructions for this and for the installation of the firewall on
z/VM are given in the StoneGate FW/VPN and SMC Installation Guide document in
the "StoneGate Manuals” section of the "Support” area of the Stonesoft web-site.
Further instructions are listed in the release notes for the version in use.

Installation on a LPAR is described separately in the document How to install
StoneGate firewall engine on IBM zSeries LPAR. This document, and the release notes,
are found by searching for "document subject IBM zSeries” in the "StoneGate
Technical Documentation” section of the "Support” area of the web-site. See
[Chapter 1, “Overview,” on page 1| for details.

An example of the installation procedure is given in|Appendix A, “Example]
[installation,” on page 17/

© Copyright IBM Corp. 2006 7
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Chapter 5. Configuration

Configuring theStonesoft StoneGate High Availability Firewall.

Configuration from the Management Center

Instructions for the configuration of the Stonesoft StoneGate firewall.

The configuration is performed from the Stonesoft StoneGate Management Center
workstation. Instructions on performing the configuration are given in the
"StoneGate FW/VPN Administrator” documents listed on the Stonesoft web page
[https:/ /my.stonesoft.com /download /dod

Backing up the configuration

Instructions for backing up the configuration settings of the Stonesoft StoneGate
firewall

Configuration back-ups are performed from the Stonesoft StoneGate Management
Center workstation.

The procedures to follow are itemized in the "Backups” chapter of the StoneGate

Manaement Center Administrator’s Guide found at |https:/ /my.stonesoft.com /|

download /dod|
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Chapter 6. Operation

How to use the Stonesoft StoneGate firewall
User interface

The online interface to the firewall is through the Stonesoft StoneGate Management
Center workstation. See [‘Configuration from the Management Center” on page 9|
for details

© Copyright IBM Corp. 2006 11
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Chapter 7. Tuning

Tuning the Stonesoft StoneGate firewall.
Tuning on Linux
Tuning is performed from the Stonesoft StoneGate Management Center

workstation. See [‘Configuration from the Management Center” on page 9| for
details.

© Copyright IBM Corp. 2006
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Chapter 8. Service and upgrade

Migrating to the latest version of the Stonesoft StoneGate firewall.

Obtaining updates

How to obtain fixes to the current release of the Stonesoft StoneGate firewall and
where to acquire a new release

The latest version of the Stonesoft StoneGate can be downloaded from the
Stonesoft web-site. See |[Chapter 1, “Overview,” on page 1| for details.

Updating on Linux

How to install updates to the Stonesoft StoneGate firewall for Linux on System z.

The firewall utility is supplied as a complete system which includes a Linux
distribution. Updates should be applied by re-installing the complete system.

© Copyright IBM Corp. 2006
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Appendix A. Example installation

Installing the Firewall Engines

In this example we are running z/VM 5.2 on a z990 processor. Our plan is to
configure a firewall cluster to enable High Availability functionality. In the cluster
two nodes were defined, one online and the other in standby mode. This particular
configuration required an OSA Express with Layer 2 support (Link Layer). For
further details of this feature see Ihttp:/ /www-03.ibm.com/systems/z/ |
[networking / features2.html|

The MAC address associated with the primary server is transferred to the standby
node in the event of a failure and only OSA Layer 2 provides unique MAC
addressing capabilities. A second OSA Layer 2 card is added for redundancy.

zZNM
Linux Linux Other
LITSGFW1 LITSGFW1 o
(online) standoy) || CPPlICatioONs
[StoneGate| stoneGate]

Management
console

=l

Figure 1. Example configuration

For the install, we followed the Stonesoft StoneGate Installation Guide: Installing
the Engine on the IBM zSeries Platform. We defined two VM guests called LITSGFW1
and LITSGFW2. The z/VM directory entries used, showing network definitions
and the size of our DASD partitions, are:

USER LITSGFW1 TESTALIT 256M 512M G
INCLUDE LINDFLT
CPU 0
CPU 1
IPL 202
MACHINE ESA 3
*% 0SA Express with Layer 2 support
DEDICATE 0600 0600
DEDICATE 0601 0601
DEDICATE 0602 0602
** HiperSocket for heartbeat
DEDICATE E0OO E000
DEDICATE E001 E001
DEDICATE E002 E002

© Copyright IBM Corp. 2006 17
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*% Guest LAN definition
NICDEF 0BOO TYPE QDIO LAN SYSTEM PRVV74
MDISK 0191 3390 420 100 VM3126 MR READPASS WRITPASS MULTPASS
MDISK 0201 3390 1 1669 VM532E MR READPASS WRITPASS MULTPASS
MDISK 0202 3390 1670 END VM532E MR READPASS WRITPASS MULTPASS

USER LITSGFW2 TEST4ALIT 256M 512M G
INCLUDE LINDFLT
CPU O
CPU 1
IPL 202
MACHINE ESA 3
** (OSA Express with Layer 2 support
DEDICATE 600 700
DEDICATE 601 701
DEDICATE 602 702
** HiperSocket for heartbeat
DEDICATE E000 E004
DEDICATE E001 E0O5
DEDICATE E002 E006
** Guest LAN definition
NICDEF 0B0O TYPE QDIO LAN SYSTEM PRVV74
MDISK 0191 3390 540 100 VM3127 MR READPASS WRITPASS MULTPASS
MDISK 0201 3390 1 1669 VM832E MR READPASS WRITPASS MULTPASS
MDISK 0202 3390 1670 END VM832E MR READPASS WRITPASS MULTPASS

The Stonesoft instructions recommend assigning two read /write DASDs. For these
we defined two minidisks on a single 3390 Model 3 ECKD device. To find the
minimum partition sizes required we selected the Expert Install mode option. In
the directory entries above devices 0600-0602 and 0700-0702 are OSA Express with
Layer 2 support used to access our Public LAN. Devices E000-E002 and E004-E006
are Hipersocket used for the heartbeat between the engines. Device 0B0O is a Guest
LAN used for our Internal/Private network.

We added the necessary RACF definitions for the guests, and downloaded the
Stonesoft StoneGate code to our local server. Note that StoneGate installs as an
entirely self-contained package. It comes with its own hardened instance of Linux
included. As such, it does not install on top of an existing Linux server. We
transferred the StoneGate files SGINST.KERNEL, SGINST.INITRD,
SGINST.PARMFILE and SGINST.EXEC to guest LITSGFW1 using FTP.

The following are the prompts and our replies (in bold). From the LITSGFW1
console we issued:

SGINST EXEC

License agreement must be accepted before continuing.
Type YES to continue and NO to cancel.

YES

Do you want to continue?
YES

Enter the device number of first DASD:
201

Enter the device number of second DASD:
202

1dm_validate_partition_table(): Disk read failed.
0201 (ECKD) at ( 94: 0) is dasda : active at blocksize: 1024, 826155 blocks, 806 MB
0202 (ECKD) at ( 94: 4) is dasdb : active at blocksize: 4096, 300420 blocks, 1173 MB

Check that the DASDs are correct.
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Type YES to continue and NO to cancel.
Do you want to continue?
YES

Existing StoneGate installation has not been detected.

1. Full install
2. Full install in expert mode

Enter your choice:
1

Formatting volumes.

root A: /dev/discs/discO/partl
root B: /dev/discs/discO/part2
swap: /dev/discs/discO/part3
data: /dev/discs/discl/partl
spool: /dev/discs/discl/part2

Check that partitions have been assigned correctly.
Type YES to continue and NO to cancel.

Do you want to continue?
YES

Creating filesystems...

Extracting StoneGate image...

Installing boot loader...

Executing zIPL (discO/partl)...

The StoneGate can be started by IPLing the DASD number 0202
Installation finished! Please IPL the DASD to continue.

ipl 202 clear
Welcome to the StoneGate Engine Configuration Wizard.

This wizard will configure the StoneGate engine and
contact the management server. After this you can perform all
tasks using the administration client.

Step 1 of 3: Configure 0S settings
Current 0S settings:
- Host name not set
- Sshd enabled: no
- Root password is not set
- Timezone not set
Are you happy with these settings (Y/N)?
N

Host name: Titsgfwl
Enable SSH daemon (Y/N)?
Y
=== Change root password ===

Enter new root password:
XXXXXXXX

Re-Enter it:
XXXXXXXX

Select timezone (empty or prefix = Tist zones):
EST

Selected: EST
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Current 0S settings:

- Host name: 'litsgfwl'

- Sshd enabled: yes

- Root password has been changed

- Timezone: EST
Are you happy with these settings (Y/N)?
Y

Step 2 of 3: Configure network interfaces
Current network interfaces:
Id Interf. Driver Devno MAC Type Status

R)reprobe channels, P)rint channels, A)dd driver, C)lear all,
M)gmt interface, N)IC id mapping, S)niff, rE)move NIC, O)ther options, D)one:
A

Detected following channels:

Type 1In use Reg. Channel DevNo(s)

geth (0x10) no no 0x0600,0x0601,0x0602
geth (0x10) no no 0xe000,0xe001,0xe002
geth (0x10) no no 0x0b0O,0x0bO1,0x0b0O2

Select the device Tayer:
iucv

geth
Your selection:

geth

QETH for OSA-Express and Hipersockets channel device selected

Parameter syntax:
<devname>,<read_devno>,<write_devno>,data_devno,memusage,port _no,chksum_recv
Please refer to IBM document 'Linux for zSeries and S/390: Device Drivers and
Installation Commands' for more comprehensive syntax.

Please also remember to add 'enable_takeover' parameter to IP takeover mode
cluster interfaces.

HiperSockets example:

gethl,0x7c00,0x7c01,0x7c02

0SA-Express example:
geth2,0x500,0x501,0x502;add_parms,0x10,0x500,0x502,portname:PORT123

Parameters (or P)rint channels):
qeth0,0x0600,0x0601,0x0602;add_parms,0x10,0x0600,0x0602,enable_takeover

You have given the following configuration:

- Module: geth

- Parameters: qeth0,0x0600,0x0601,0x0602;
add_parms,0x10,0x0600,0x0602,enable_takeover

Is it correct (Y/N)?
Y

Current network interfaces:
Id Interf. Driver Devno MAC Type Status

R)reprobe channels, P)rint channels, A)dd driver, C)lear all,
M)gmt interface, N)IC id mapping, S)niff, rE)move NIC, O)ther options, D)one:
A

Detected following channels:
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Type 1In use Reg. Channel DevNo(s)

geth (0x10) no no 0x0600,0x0601,0x0602
geth (0x10) no no 0xe000,0xe001,0xe002
geth (0x10) no no 0x0b00,0x0bO1,0x0b0O2

Select the device Tayer:
iucv
geth

Your selection:

geth

QETH for OSA-Express and Hipersockets channel device selected

Parameter syntax:
<devname>,<read_devno>,<write_devno>,data_devno,memusage,port_no,chksum_recv

Please refer to IBM document 'Linux for zSeries and S/390: Device Drivers and

Installation Commands' for more comprehensive syntax.

Please also remember to add 'enable_takeover' paramater to IP takeover mode

cluster interfaces.

HiperSockets example:
gethl,0x7c00,0x7c01,0x7c02

0SA-Express example:
geth2,0x500,0x501,0x502;add_parms,0x10,0x500,0x502,portname:PORT123

Parameters (or P)rint channels):
qethl,0xe000,0xe001,0xe002;add_parms,0x10,0xe000,0xe002

You have given the following configuration:
- Module: geth
- Parameters: gethl,0xe000,0xe001,0xe002;add parms,0x10,0xe000,0xe002

Is it correct (Y/N)?
Y

Current network interfaces:

Id Interf. Driver Devno MAC Type Status

0 etho geth 0x0600 00:09:6b:1a:2b:15 ether no link (mgmt)

1 hsil geth 0xe000 No MAC / GuestLAN ether no link
R)reprobe channels, P)rint channels, A)dd driver, C)lear all,
M)gmt interface, N)IC id mapping, S)niff, rE)move NIC, O)ther options, D)one:
A

Detected following channels:

Type 1In use Reg. Channel DevNo(s)

geth (0x10) no no 0x0600,0x0601,0x0602
geth (0x10) no no 0xe000,0xe001,0xe002
geth (0x10) no no 0x0b00,0x0bO1,0x0b0O2

Select the device Tayer:
iucv
geth

Your selection:

geth

QETH for OSA-Express and Hipersockets channel device selected

Parameter syntax:
<devname>,<read_devno>,<write_devno>,data_devno,memusage,port_no,chksum_recv

Please refer to IBM document 'Linux for zSeries and S/390: Device Drivers and

Installation Commands' for more comprehensive syntax.

Please also remember to add 'enable_takeover' paramater to IP takeover mode

cluster interfaces.
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HiperSockets example:
gethl,0x7c00,0x7c01,0x7c02

0SA-Express example:
qeth2,0x500,0x501,0x502;add_parms,0x10,0x500,0x502, portname:PORT123

You have given the following configuration:
Parameters (or P)rint channels): geth2,0x0b00,0x0b01,0x0b02;
add_parms,0x10,0x0b00,0x0b02

- Module: geth
- Parameters: geth2,0x0b00,0x0b01,0x0b02;add_parms,0x10,0x0b00,0x0b02

Is it correct (Y/N)?
Y

Current network interfaces:

Id Interf. Driver Devno MAC Type Status

0 etho geth 0x0600 00:09:6b:1a:2b:15 ether no Tink (mgmt)

1 hsil geth 0xe000 No MAC / GuestLAN ether no Tink

2 eth2 geth 0x0b00 No MAC / GuestLAN ether no Tink

R)reprobe channels, P)rint channels, A)dd driver, C)lear all,
M)gmt interface, N)IC id mapping, S)niff, rE)move NIC, O)ther options, D)one:
M

Management interface NIC id: 2
Current network interfaces:

Id Interf. Driver Devno MAC Type Status

0 etho geth 0x0600 00:09:6b:1a:2b:15 ether no Tink

1 hsil geth 0xe000 No MAC / GuestLAN ether no Tink

2 eth2 geth 0x0b00 No MAC / GuestLAN ether no Tink (mgmt)
R)reprobe channels, P)rint channels, A)dd driver, C)lear all,
M)gmt interface, N)IC id mapping, S)niff, rE)move NIC, O)ther options, D)one:
D

Step 3 of 3: Prepare for management contact
Current management contact settings:
Switch to initial configuration: No

- Node IP address not set

- Node netmask not set

- Gateway IP address not set

Perform initial contact: No

- Management IP address not set

- Management One-time password not set
- Key fingerprint not set
Are you happy with these settings (Y/N)?
N

Switch to initial configuration (Y/N)?
Y

Enter data for switching to the initial configuration and/or
contacting the management server. Fields marked with * must be filled.
Firewall node:

Node IP address:* 192.168.74.200
Netmask:* 255.255.255.0

Gateway to management: 192.168.74.114
Use VLAN (Y/N)? N

Perform new initial contact (Y/N)?
Y
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Enter data required for contacting the management server.
Fields marked with * must be filled, others are optional.
Management IP address: 192.168.71.26
One-time password:* XXXXXXXX

NOTE: this one time password was generated when we saved the initial
configuration in the Configure the Firewall Cluster step above.
A password is generated for each engine defined.

Key fingerprint: enter

Current management contact settings:
Switch to initial configuration: Yes
- Node IP address: '192.168.74.200'
- Node netmask: '255.255.255.0'
- Gateway IP address not set
Perform initial contact: Yes
- Management IP address: '192.168.71.26'
- Management One-time password: 'xxxxxxxx'
- Key fingerprint:
Are you happy with these settings (Y/N)?
Y

Your choices:

R) Reconfigure

P) Print current settings
S) Save and exit

C) Cancel

Your selection:

S

Restarting StoneGate...

warning: Couldn't get cp configuration

warning: Could not get hardware MAC for interface eth2 (1663)
Contacting management system...

Contact succeeded!

The second guest, LITSGFW2, was configured by repeating the same steps.
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Appendix B. Notices

This information was developed for products and services offered in the U.S.A.

IBM may not offer the products, services, or features discussed in this document in
other countries. Consult your local IBM representative for information on the
products and services currently available in your area. Any reference to an IBM
product, program, or service is not intended to state or imply that only that IBM
product, program, or service may be used. Any functionally equivalent product,
program, or service that does not infringe any IBM intellectual property right may
be used instead. However, it is the user’s responsibility to evaluate and verify the
operation of any non-IBM product, program, or service.

IBM may have patents or pending patent applications covering subject matter
described in this document. The furnishing of this document does not grant you
any license to these patents. You can send license inquiries, in writing, to:

IBM Director of Licensing
IBM Corporation

North Castle Drive
Armonk, NY 10504-1785
US.A.

For license inquiries regarding double-byte (DBCS) information, contact the IBM
Intellectual Property Department in your country or send inquiries, in writing, to:

IBM World Trade Asia Corporation
Licensing

2-31 Roppongi 3-chome, Minato-ku
Tokyo 106-0032, Japan

The following paragraph does not apply to the United Kingdom or any other
country where such provisions are inconsistent with local law:
INTERNATIONAL BUSINESS MACHINES CORPORATION PROVIDES THIS
PUBLICATION “AS IS” WITHOUT WARRANTY OF ANY KIND, EITHER
EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS
FOR A PARTICULAR PURPOSE. Some states do not allow disclaimer of express or
implied warranties in certain transactions, therefore, this statement may not apply
to you.

This information could include technical inaccuracies or typographical errors.
Changes are periodically made to the information herein; these changes will be
incorporated in new editions of the publication. IBM may make improvements
and/or changes in the product(s) and/or the program(s) described in this
publication at any time without notice.

Any references in this information to non-IBM Web sites are provided for
convenience only and do not in any manner serve as an endorsement of those Web
sites. The materials at those Web sites are not part of the materials for this IBM
product and use of those Web sites is at your own risk.

IBM may use or distribute any of the information you supply in any way it
believes appropriate without incurring any obligation to you.
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Licensees of this program who wish to have information about it for the purpose
of enabling: (i) the exchange of information between independently created
programs and other programs (including this one) and (ii) the mutual use of the
information which has been exchanged, should contact:

IBM Corporation

Software Interoperability Coordinator, Department 49XA
3605 Highway 52 N

Rochester, MN 55901

US.A.

Such information may be available, subject to appropriate terms and conditions,
including in some cases, payment of a fee.

The licensed program described in this information and all licensed material
available for it are provided by IBM under terms of the IBM Customer Agreement,
IBM International Program License Agreement, or any equivalent agreement
between us.

Any performance data contained herein was determined in a controlled
environment. Therefore, the results obtained in other operating environments may
vary significantly. Some measurements may have been made on development-level
systems and there is no guarantee that these measurements will be the same on
generally available systems. Furthermore, some measurements may have been
estimated through extrapolation. Actual results may vary. Users of this document
should verify the applicable data for their specific environment.

Information concerning non-IBM products was obtained from the suppliers of
those products, their published announcements or other publicly available sources.
IBM has not tested those products and cannot confirm the accuracy of
performance, compatibility or any other claims related to non-IBM products.
Questions on the capabilities of non-IBM products should be addressed to the
suppliers of those products.

All statements regarding IBM’s future direction or intent are subject to change or
withdrawal without notice, and represent goals and objectives only.

This information is for planning purposes only. The information herein is subject to
change before the products described become available.

This information contains examples of data and reports used in daily business
operations. To illustrate them as completely as possible, the examples include the
names of individuals, companies, brands, and products. All of these names are
fictitious and any similarity to the names and addresses used by an actual business
enterprise is entirely coincidental.

If you are viewing this information softcopy, the photographs and color
illustrations may not appear.

Trademarks

The following terms are trademarks of International Business Machines
Corporation in the United States, other countries, or both:

HiperSockets
IBM
RACF
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System z
z/0S
z/VM

Java"" and all Java-based trademarks are trademarks of Sun Microsystems, Inc. in
the United States, other countries, or both.

Linux is a trademark of Linus Torvalds in the United States, other countries, or
both.

UNIX is a registered trademark of The Open Group in the United States and other
countries.

Other company, product, or service names may be trademarks or service marks of
others.
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Readers’ Comments — We’d Like to Hear from You

Linux Utilities for IBM System z
Installing and using the Stonesoft StoneGate client

Publication No. SC33-8321-00

Overall, how satisfied are you with the information in this book?

Very Satisfied Satisfied Neutral Dissatisfied Very
Dissatisfied
Overall satisfaction O O] ] ] ]

How satisfied are you that the information in this book is:

Very Satisfied Satisfied Neutral Dissatisfied Very
Dissatisfied
Accurate ] | | ] O]
Complete O O ] ] U
Easy to find ] | [l ] ]
Easy to understand O] O | ] ]
Well organized ] [ 0] 0 0
Applicable to your tasks ] ] O] ] ]

Please tell us how we can improve this book:

Thank you for your responses. May we contact you? [] Yes [] No

When you send comments to IBM, you grant IBM a nonexclusive right to use or distribute your comments in any
way it believes appropriate without incurring any obligation to you. IBM or any other organizations will only use
the personal information that you supply to contact you about the issues that you state on this form.

Name Address

Company or Organization

Phone No.
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