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Introduction

This document describes the integration of IBM Systems Director Active Energy Manager VV4.1.1 (or
above) with Eaton Power Xpert Reporting VV1.0. The integration of Active Energy Manager (AEM) and
Eaton Power Xpert Reporting (PXR) provides the following:

Sharing of demand and capacity metering data provided by the PXR Branch Circuit Monitoring Report
IBM Director support for facility alerts generated by Power Xpert Foreseer software

Association of IT equipment (e.g. servers) managed by IBM Director to power distribution facilities
equipment (UPSs, PDUs) managed by Power Xpert.

Viewing demand and capacity data via trend graphs and resource properties.

Prerequisites
SQL Server JDBC driver

The Microsoft SQL Server JDBC driver is required by AEM to interface with the PXR reporting database.
The driver is not deployed as part of the AEM installation process due to redistribution licensing
considerations. The driver is freely available from Microsoft; it must be copied to the IBM Systems
Director AEM vendor support plugin directory prior to using IBM Director to discover the system
containing the PXR database.

Perform the following steps to install the JDBC driver on the IBM Systems Director server:
1. Download the Microsoft SQL Server JDBC Driver from Microsoft Web site.
2. Install the driver according to the instructions provided by Microsoft.

3. Copy the driver jar file (sql jdbc . jar) from the Microsoft installed directory to the IBM System
Director server AEM vendor plugin root directory:

“/sqljdbc_<version>/enu/sgljdbc.jar” a

“/Director/ActiveEnergyManager/eclipse/plugins/com.ibm_aem.vendor_4.1.1/sqljdbc.jar”

4. Restart IBM Systems Director server.

SQL Server Configuration
AEM uses SQL stored procedure calls to access the PXR database. This requires the following SQL Server
connection property to be enabled:

Allow remote connections to this server

AEM requires SQL Server authentication mode to access the PXR database, Windows authentication mode
is not supported.

Inventory Discovery

Overview

Discovery is the process by which IBM Systems Director Server identifies and establishes connections with
managed system resources. The Inventory function of Director provides two discovery functions, System
Discovery and Advanced System Discovery.
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System Discovery usually requires multiple actions to fully discover the resource; Initially to discover the
resource (such as an operating system on a server) and subsequently to request access to the various
services defined for the resource.

Advanced System Discovery provides a wizard to create discovery profiles. These profiles contain
information collected by the wizard to automate various discovery phases, eliminating additional
administrator steps to complete the discovery process.

System Discovery

Use System Discovery to discover a resource by specifying an IP address or host name. For operating
system discovery, Remote Service Access Points (RSAPS) are created for various types of services
available on the operating system. To access these services, administrators request access by providing the
appropriate credentials for each of the RSAPs associated with the resource.

PXR Reporting Hierarchy Database Discovery

When using System Discovery to discover a PXR database on a server, specify Operating System for the
resource type. When the initial discovery completes, an operating system resource is created. If Director
had detected Microsoft SQL Server on the server, an RSAP (with Access Type Appliance) is created to
represent the SQL Server service.

Once initial discovery is complete, perform the following:
Use Security->Configure Access on the Operating System resource to list the available RSAPs
Perform the Request Access function on the RSAP representing SQL Server
0 Access Type = Appliance
0 Access Information = jdbc:sqlserver
Provide the SQL Server authentication credentials (user and password) that have been given
read/execute permission to the PXR Reporting database file.

Figure 1 shows an example of an Appliance RSAP created when Microsoft SQL Server is detected on an
operating system resource. Note: Access Information field starts with the string ‘ jdbc:sqlserver’.

View and configure credentials to authenticate the Systems Director Web Interface to the Remote Service Access Points
hosted on the target system. Credentials configured for conscle type access points provide single sign-on capability for
selected Systemns Director users when launching user interface applications hosted on the target system. Credentials
configured for agent type access points provide single sign-on capability for all authorized Systems Director users to
management tasks on the target system. To maximize manzgement capability on the target system, you should 2nsure
all access points that are configurable have OK Access. The Credentials, in the laft side navigation, and Request Access,
on & resource context menu, tasks may alse be used to configure target system credentials.

System: 9.10.111.197

Access: [l oK Apply Credentials I Reguest Access I Revoke Access I

192.104.67.188 {Remote Service Access Point)

Actions w I ISearch the table... Search I

| select | Name % | Access © | Access Type € | Access Information. ¢ | port i
|| . Appliance (1) B ok Appliance jdbcisglserver:y// 9.10.111.1259 11433 1,433

Figure 1: Security -> Configure Access
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PXR Reporting Database Processing

Once credentials are validated, AEM reads the PXR reporting database and creates Director resources
based on the folders defined in the PXR Reporting hierarchy structure.

For this integration, AEM processes all hierarchy folders under a root folder named ‘Power Distribution’.
Note: This default can be changed via a property setting; see Properties File section later in this document.

For each folder under ‘Power Distribution’, AEM creates IBM Director Power Unit resources for folder
names that start with the keyword ‘PDU’ or ‘UPS’. The keyword is not set as part of the Director resource
name; but is used by the PXR administrator to indicate the type of power unit being modeled. In addition,
the full path of the hierarchy folder is set as the Director resource description.

PDU folders typically have sub-folders that contain panel or circuit breaker level measurements. AEM
interprets sub-folders that also contain sub-folders (i.e. child folders) as power distribution panels. For sub-
folders that do not contain sub-folders (i.e. leaf folders), AEM interprets the sub-folder as a circuit breaker.
For PDU folders modeling enclosure based Power Distribution Units (ePDUs), the leaf folders contain
measurements for the load segment (outlet groups), but AEM treats these the same as circuit breaker leaf
folders.

The following Director resource types are created for sub-folders under a PDU folder.
Power Unit: (for panel sub-folders)
Sensor: (for circuit breaker or outlet group sub-folders)

Circuit breaker and outlet group sub-folders defined in PXR can have one or more Sides defined for the
associated device attributes, which are used to represent redundant power sources (e.g. UPS backed).
When AEM detects more than one side defined for a circuit, it creates a Director ‘Sensor’ resource for each
Side (e.g. typically Side A and Side B).

For UPS device folders that are peer (i.e. share a common parent folder) in the reporting hierarchy to PDU
device folders, AEM automatically associates the UPS resource with any peer PDU resources (using the
Director applies to relationship). Note: This relationship is conceptually a supplies power to relationship.

Figure 2 shows an example of Director resources created by AEM as the result of reading a PXR Reporting
hierarchy database file.

‘Mavigate Resources

Groups > Active Energy Manager Resources (View Members)

Actions W | ISean:h the table... Search

s

Select | Name ¥ | Type ¢ | pescription e

|- @GDU Power Unit Power Xpert - \\Power Distribution\Zone 1\POU PDUL

|- @?—‘anel i Power Unit Power Xpert - Y\Power Distribution\Zone 1\PDU PDUL1\Panel 1
I_ @F‘anel =i Power Unit Power Xpert - V\Power Distribution\Zone 1\POU PDU1\Panel 2
I @UDSL Power Unit Power Xpert - \\Power Distribution\Zone 1\UPS UPS1

|- @EEDU_ FPower Unit Power Xpert - V\Power Distribution\Zone 2\PDU ePDU1L

|- @eEDUQ Power Unit Power Xpert - Y\Power Distribution\Zone 2\PDU ePDU2

|_ @e:‘EUB Power Unit Power Xpert - VWPower Distribution\Zone Z\POU =POUZ3

| @eﬂﬂud Power Unit Powsr Xpert - \\Power Distribution\Zone Z\PDU 2PDU4

|_ @EEDUE Power Unit Power Xpert - V\Power Distribution\Zone 2\PDU ePDUS

|- @eEDUE Power Unit Power Xpert - Y\Power Distribution\Zone 2\POU ePDUS

|_ @U;SL FPower Unit Power Xpert - \\Power Distribution\Zone 2\UPS UPS1

Figure 2: Example of Director resources created from a PXR Reporting database
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Advanced System Discovery

Use Advanced System Discovery to discover specific types of resources using discovery profiles. A
discovery profile is a group of discovery settings that are saved on IBM Systems Director Server that
indicate the type of resources to discover, specific communication protocols to use, and security credentials
for accessing the resource. Discovery profiles provide greater control over the discovery process and can
be tailored for specific resources.

When creating a discovery profile for the server containing the PXR database, use a System Type of
Operating System and Protocol Selection of Appliance Discovery. On the Access Request page of the
profile wizard, specify the SQL Server authentication credentials (user and password) that have been
configured on SQL Server to provide read/execute permissions to the PXR database.

Figures 3 and 4 show examples of Advanced Discovery wizard pages related to creating a discovery profile

to be used when discovering operating systems resources with Microsoft SQL Server and PXR database
files.

Advanced Discovery Wizard Wiz

Welcome Protocol Selection
Profile Properties
O Protocol Selection

S Use this panel to select one or more discovery protecols te configure. Each discovery protocol
provides a differant meachanism to dynamically detect the presence of a particular resource
type, such as servers or BladeCenter chassis.

Selact at least one protocol that you want to configure

You are configuring discovery for the resource type: Operating System
Select the protocols that you want to configure.

(N Windows (DCOM) Discovery

|_ IPC Discovery

O Sacure Shell {S5H) Discovery

O Comman Information Madel (CIM) Discovery

F Appliance Discovery

r Storage Management Initiative Specification (SMI-S]) Discovery
I- SMNMP Discovery

C Agent Manager Discovery

r Commeon Agent Services (CAS) Discovery

Salect at least one protocol to proceed.

Including multiple protocols in one profile will increase network traffic during discovery.

< Back I Next > I Finish I Cancel I

Figure 3: Advanced Discovery Wizard - Protocol Selection
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Advanced Discovery Wizard

Welcome

Profile Properties

Protocaol Selection

DCOM Configuration
I._qr) Acce=ss Regquest

| Access Reguest

Configure settings for access request automation

You can specify to automatically request access to a resource after it is discovered. Salact
appropriate option for the resaurce you want to manage.

8 Deactivate

= Activate - use the following user login information

User IO

IPXI'LIEEF

Passward:

=< Back I Mlext = I Einizh I Cancel I

Figure 4: Advanced Discovery Wizard - Access Request

Configuration

Properties File

When AEM is installed on IBM Systems Director, a Power Xpert Reporting specific properties file is
created in the following directory:

/ibm/Director/lwi/conf/aem_powerxpert.properties

The properties file can be modified to control the behavior of AEM during the discovery process of PXR

database files.

com. ibm.aem.powerxpert.database.serverName

By default, AEM dynamically determines whether a PXR database exists during operating system
discovery. To limit this discovery processing to a specific server, the serverName property can

be set to a specific server name or IP address.

Note: When the PXR database file is located on a specific instance (non-default instance) of SQL
Server, the server and instance name must be specified with the serverName property, specified

as serverName/ instanceName.

com. ibm.aem.powerxpert.database. powerRootFolder

By default, AEM looks for PDU and UPS resources defined under the PXR root folder “Power

Distribution”. To limit this discovery processing to a subset under this root folder, the

powerRootFolder property can be set to a specific folder under the “Power Distribution” root

folder.

Documentation notes for all the available properties are embedded as comments in the properties file.
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The contents of the installed properties file should not be modified directly; Instead, the file should be
copied to the following directory and modified in the overrides directory.

/ibm/Director/lwi/conf/overrides/aem_powerxpert.properties

Alert Handing

SNMP Trap Support

IBM Systems Director support was added to recognize SNMP traps generated by the Foreseer version of
the Power Xpert software. The Foreseer SNMP agent should be configured to add IBM Systems Director
server a trap recipient to take advantage of this support.

When IBM Systems Director receives a Foreseer trap, it generates and logs an event to the Director event
log. AEM is notified of the event and interrogates the trap, specifically the monitored parameter, trap
number, alarm values and limits. The monitored parameter (server and channel name) is used to map the
trap to it’s associated Director resource (e.g. UPS resource). The trap number is used to indicate whether a
warning or critical event should be generated. The alarm value/limits indicate whether a high or low alarm
condition should be reported.

In addition, an event is displayed on the AEM Trend Data chart for the associated Director resource,
indicating the date and time of the trap event. Note: If the monitored parameter cannot be mapped to an
associated Director resource, the trap event is still written to the Director event log.

Figure 5 shows an example of an event details page for a Director event generated from a Foreseer SNMP
trap. The source of the trap (e.g. UPS1) is logged along with it’s associated hierarchy path in the PXR
reporting system. The alarm value and limits are also reported.

Events > High warming alarm candition detectad Forr \\l... (Propertias)

Evant Text; High waming alarm condition datected for: WMocaliPhase A EC_JQ'-_Eidq B Tatal ki Actions

Sevarity: ,r_!': Warning

! Genaral
Date and Timea: Jun 4, 2009 12:35:04 PM
Componaent Type! Sanzor

Compenant Category: Managed Resource\Managed Systemn Resourceilogical Rescurceilogical Davice

Coemponent Instance:

Condition:

Condition Value:

Saurce: UFS1 {Side B

Categeryi Alert

Sender Namet Active Energy Manager

Generate Status: false

Himrarchy Path: ‘WPawer Diskribukion\Zone 2\UPS UPS1
Devica Abkribuke: ‘WeealiPhaze & 50_25'_Side B Total kW
Trap Identifier: 1.3.6.1.4.1.534.4.2.115

Alarmm Message:

Alarm Velue: 310.0
|

Current Velue: t0.0
High Alarm Limit: 300.0
Leves Alarm Limnie: 200.0

Figure 5: Event details for Foreseer SNMP trap event
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Associate I/T equipment to Power Distribution equipment

Configure Metering Device

The Configure Metering Device function is used to associate IBM Systems Director managed resources (i.e.
IT equipment such rack, blade and System z servers) with PDU devices defined in a PXR reporting
hierarchy. This function enables administrators to configure the servers that are connected to circuit
breakers on a PDU power distribution panel or the servers plugged into outlets on an ePDU.

Typically, when PDU devices are defined in the PXR reporting hierarchy for use with AEM, sub-folders
are created for the panel and circuit breaker level information. For ePDUs, sub-folders are created to
represent the outlet groups.

Figure 6 shows an example of the Configure Metering Device user interface for associating circuits to
servers for an IBM Director Power Unit resource called Panel 1. Sensor resources B1 and B7 are
associated with Director resources zHMC15 and xrack12, respectively. Note: This example that Sides
were defined for the device attributes of the circuit breakers, so AEM created a Sensor resource for each
side during the discovery process.

Configure Metering Device

Sensors for Panel 1

Edit... I Actions. VI ISearch the table... Search I

-

| Select | Mame o Type & | Metered Resources o]

(] B1 (Side A) Povier production ZHMC15

. Bi {Side B} Power praduction zHMC15

O B7 (Side A) Power production xrackiZz

t"‘ B7 (Side B} Power production wracklZ2

[ Bi3 (Side A) Power production

r B1Z (Side B) Power production

O B13 (Side A) Power production

T Bi9 {Side B) Power production

(] B23 (Side A) Powier production

. BZ25 (Side B) | Power production |
] @000 i

ﬂﬂ Pags 1 of 3 L[ﬂ |1_ [El Selected: 0 Total: 20 Filterad: 28

Figure 6: Configure Metering Device
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To associate a Sensor to a Director resource(s), select the Sensor and click Edit.

Figure 7 shows the Edit dialog. The Browse button is used to find the Director resource(s) associated with
the Sensor from the list of resources being managed by the IBM Director server.
Edit WEE

Device name: Panel 1
Sensor name: B7 (Side A)

Sensor type: Power production

Salect the resources associated with this sensor. If IEM Systems Director does not support discovery of the resource, use the
Add resource link to define the resource. Select None if no resources are associated with this sensar.

i
Metered Resources Ixral:l-ch vI Browse... Add resource

o Nonea

CK I Cancel |

Figure 7: Configure Metering Device (Associate resource to Sensor)

Trend Data

For PXR reporting hierarchy sub-folders that have power related device attributes added (i.e. reporting
units is watts or kilowatts), AEM is able to provide a power trend data graph for the associated Director
resource. This chart provides data similar in function to the Power Trend section of a PXR Branch Circuit
Monitoring Report.

Figure 8 shows an example Trend Data power chart for a UPS resource.
Target: IUPS]. 'I Browse... |
Time period: ILast hour vI Custom settings

Chart: Options

Refresh Trend Data |
=1 Y &Y

UPsS1

280 Minimum input power
240 Maximum Input Powver

160 = Average input power
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Figure 8: Trend Data chart showing power demand (in watts)
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Performance and Scalability Considerations

Refer to the Active Energy Manager Information Center “Planning->Requirements->Hardware
Requirements” topic for information on AEM scalability considerations. Specifically, AEM has a limit of
managing a total of 2000 IBM Systems Director managed resources. Managed resources include power
distribution equipment such as PDUs and UPSs as well as the I/T servers being powered by (associated
with) the power equipment. Managed resources do not include the individual circuits or outlets defined for
a PDU or UPS.

To handle large scale PXR Reporting database hierarchies, multiple IBM Systems Director / AEM

instances would need to be deployed; with each instance configured to process a subset of the PXR Power
Distribution hierarchy.
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