MHIA ZAIA

IBM Trusteer Pinpoint Detect

= MHIA BHAE 2 22425 Ml A0 ol 2 LICH 28 =2 AF0HAE 1282 =20 et ot
MY FIOrHe MFAteE MSELITH

IBM Trusteer Pinpoint TCOE 2o HE(layen2 H3ot=E e 22E J|8 MHIAZ, &4
ATEN, EI L AHE EF S22 22X L B2A61 04 o= LI 2 LICEH Trusteer Pinpoint =
1D2H0| 2ehRE MHIA HEHel Kol SS8F Business /£ = Retail OS2I H Ol & DF AFD| & X

TZMAN SEE = AsLICH
2 2Rt MBlANE TS0l 2 ELILH

a. TMA(Trusteer Management Application) & Trustboard:
(@]

)
TMA = U220 S2E oot =8 = AEE o= Trusteer ol J|E 22|
OHZCIH Ol &Y LICE Trustboard = =2 2IMXI0 AIEE= ME& 22| OIE2IAH 0l &E L LICH
DHE2 TMA E = Trustboard SUHAM HAME X S HOl P LIE HEiGIH A=
2 Trustboard = 2t2H D28(Y D20 HstglesE =2 5lIt= &HA)0I TISS
Trusteer 22tRE SAE S#HUHAM MBELICH () S O/HE HOIEH 21

Che2= 2 (i) Pinpoint LIHEIOA MAE AY D= ML S D], S22 L 4. IBM
Trusteer Pinpoint Detect & IBM Trusteer Pinpoint Verify = TMA & Trustboard 2019 2=z

AEELICH
b. Web Script &/5£= APl

2ctRE AUIAN HAIASHHL HIAESIHLE ALE
"MIH(Sessmn)"E RLEe] HEEIHIOIN‘(% 2]
2R E AHIA 2te] A4S EHZ LI
AZONK SEELICH &SEE89 OE
@ OiEcIAolEe & 200t A
® S22 XM, (HE2AH0IE = &0l S=&ELICH
® 0t AMELULC
® AIStAIZ2t0l =& LICE.
M&Ed= 2301, Z0t27], NA0t2, H2X= 48, DM HE2IAHO0IENM ZE2et JIEt &= S

=o O

Ocd JHXl &S0l 282 &= ASLIT. 2 SARE ML SHY, 5tLel ¢1Z (Connection) (0F2H
o HX)2 ot MEYLCH

1.1 QHE
DA2 MEIISE US 2LHE SUHA 88 = ASLICH

[Il

1.1.1 IBM Trusteer Pinpoint Detect Standard for Retail /% = IBM Trusteer Pinpoint Detect Standard for
Business

0l 22tRE AHlA = IBM Trusteer Pinpoint Criminal Detection 2 IBM Trusteer Pinpoint Malware
Detection 22t & AMBIAE Z2E0I0 S S E=2EZ NS LICH

Y &2 CIHI0IA ID € A28 Retail E£= Business OHE2IAHOI &N HZdt= B2 MOIA
OlaAlTlE HAE &5 259 SeloldEe|A(clientless) 2K, IA! 2X 2 2t ATEN S
NMAHE &8 2K E XNJELICH IBM Trusteer Pinpoint LIHE 2 ELHE 71|%(61yer)E XMl =35k
HE €5 AITE 2XotD (Ol2 B MU D2 2HY ofELAH oA S %6H) Re = Business

etail
OHE2IAHOIE0 HAA(H2)ol= EctM £= 20t CIH0IAS] 2 Eot E4E 73”()1|J1I =
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1.1.2

HEELICH O MlAE 22 & "2l CiHtol A2 IS EIlot)| folA &2 15 BAMANE
AEE = UAsLITH

0l
AL sy
e =

Ol SURE MHIANE=E Zel0lE XA (0teh JIs X R0 H2 &X)0I ZEe o ASLICH
A= HAFEHA 100 = HZ 10036 SHPo MO AMHE == USLICH

0l Al

 —
—
u—

IBM Trusteer Pinpoint Detect Premium for Retail /% = IBM Trusteer Pinpoint Detect Premium for
Business

0l 22t & AMblA = IBM Trusteer Pinpoint Criminal Detection 2 IBM Trusteer Pinpoint Malware
Detection 2 Z&otd S 80| 0|8t S & S £ 82 M3ELICH

e £FHES ClHI0IA ID 8 AFE6H0 Retail £= Business OHE2|H 01 &0 HZot= B2 MUA
OlAlTlE HAE €5 259 Sel0lHEe|A(clientless) 2K, IA! 24X 2 2 ATEYN S
NAAME =2 22X E XELICH IBM Trusteer Pinpoint LIHE S L2 B35 HZE(layer)S MZ6H0
HE &3 ANEE 2X6tD (D12 SetRMUL D2 24t 0HE2IHOIHS Sdll) Business(ZEE) E=
Retail(AOGHE) OHZCIHOIEN HHMA(H2)ole B2t M = 2HIY ClHI0IAS QY B HE4x2
J_}_DHO.H}“ Xl X—I X—| CI—%I-Ll El.

Ol MEIAOE & HIX 2 &8 MBIA, &5
MHIAJF 2 E 0 ASLICH 0 MBIA0= 0

Eot HM I A MHIA S
% A

EIHIOI’*"% BHXI Al

S LZEs e Dls &
£ ?I8 20 200 AlZHS =

i

A2 AXl(set-up) & OHECIHOIEY 2ot 242 28t ZTH 200 A2tS 2R XHA0l X0
USLICH XNEHH AMHIANHE=E OHS2IAHO0IAE A 20 A2He] BHX SXE+=2 OHE2IHOIEE A

100 Al2t2l B0t 2l MXIDF ZEE LICH =1 AHlA 0= =01 2201 20HE LICH

Pinpoint Detect 2 242Dt & JHE 20 A HeHE OI%% 4= UASLICH 2HIY Heldt Zstel AL
Pinpoint by Connection 0| & Jts&LICH 0] 22t & AMBIA W= StLE2] OHE2IHI Ol & 0l CHSt

0f
B35JF Z&ELICH D2 DE 2 =Dt OHEEIHIOIHOH CHall IBM Trusteer Pinpoint Detect Premium
Additional Applications Ol CH&t #&t=2 F SaoH0F &LICt.
0] 222 MHIAW= Z2/01Y X&0] Z& ¢ ASLICH
IBM Trusteer Pinpoint Detect Premium for Retail & Business MblA= &2 20X 100 ¥ E£= IBM
Trusteer Pinpoint Detect Premium AZ 100 3l &2 Hoz AHE = USLICH
™ Z(Connections)2 2 AMHBIASE F0H6HD X ot d 2, Additional Application 222 z =
OHEcIAHOoIAEH EZE LI
Pinpoint Detect Policy Manager:

0| Policy Manager = Pinpoint Detect Premium AHI A0 ZSHE [ D2H(LY D2MHO| Histg = =9
ol =l 20| 2SS =88 4= U= IBM Trusteer 2225 SAE AWM MIELICH () ARDIA
ol

=52 2NotEE T2 d &8 ZAUA &3, "HAE IR, (i) 20N & CHAIEE & H, 2 (i)
D2 OHECIAHOIE TS Al =S 2ol ™ 2 Hot M3 HY| 24 L AHF,

Policy Manager J|s2 &43lot10 FIHC &5 2+ X2 M) /did= A& MBIAJL

LS LICH HAEE MUIAN st MIEAIE2 80| HAAM AN J1=E LICH

Policy Manager 243} Al, 2 M HGZ Qo LMol =2 SHES lZot)] fol 129

HHMES THOIEE XS SHOZ NAHO| AN HHAE 4= U= AelE ERELITCH

122 Policy Manager € Sol ==&l = OB LESHA XE2 HOIEHE B8 HS LSS LI

Pollcy Manager Dlo SAHS A, D2HE2 %/dOH/\-I Adst Ul #22 £&83J| ®di IBM Jt0lE2tel 2
Z2=0H0F SFLICH D22 0l2ist AEAISE =4061A LSO oM 2ME & Q= MEN HolAd=

IBM 0 XX A=Cls B AIHELICH

11240| Policy Manager Jls2 &% 460 2Me £ Qe o8N L/ = AHlA 452 Mdl= SLA

AR Al TH2EHY (Downtime) 22 2= X 2 S LICH

IBM Trusteer Pinpoint Detect for Connections
0] 22tRE MHlA= 25 JIs2S Mot HE &3 AEE 2 X6t (D2 24 HE2I3H01& 2
Jl2 E2lRNE Sall) Business(Z 2 ) = Retaill(AMHE) 0 &0 HAA(EZ)ot=
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SN ¥/E= 24 CHolA2 2Ig/4 2 Bot 3+~ dEELICH 0l EREE2 5 AEXS
ClHIOIA, HZ & =S 24ots U2E I ANEE AIEGHH AHEXH2 5IAEe|2 Hlwstn

HH ot & HE 2EFUHMN HE=2 012 = USLICH IBM Trusteer Pinpoint
r Mobile SDK Ofl CHst &0 =& L|ICH2& 0|

0l et MblA= 28 HZ 100 3ld &2lol ez A0HE = U
1.2 d8H HUlA

2 Xeo ZURE MulAL dAR, U3 22 83 20| USLICH IBM Trusteer Pinpoint Detect
Premium, IBM Trusteer Pinpoint Detect Standard &= IBM Trusteer Pinpoint for Connections.

u|_>
[
fu

1.2.1 IBM Trusteer Pinpoint Detect Standard Application

124 0 E 2|3 01 & (Client Application)2 & 0HZ2I3H 0l & (Web Application) 0l LI 2HF !

OH =2l H 01 & (Mobile Application)2 2/ 0I&LICH & OHECIAHOIE2 0] & HIOIXE Solf 1242 HA
Z 04 XHEligible Pariticipant) Ol Hl 2% 10 Trusteer 2&2] St 0 Z 2] H 01 & (Trusteer Management
Application)22 2LIHEZ E PE JIsS 20 L= AY 5HA OESHELICH 28tY
OHZE2IHOIEAZ2 HEZIHOE AENH(AEN)NA CI2R2EE £ Qe olLte ATEQIN T2 s
Eoll DMl M2A HOHAH MZEZD Trusteer 29| 2! 0HE 2| H 0l & (Trusteer Management
Application)2 2 ZLIHEZ E PE JlsS 210 £= AY SHNAM MW 2S3HHL CH

IBM Trusteer Pinpoint 21 S&0ll= IBM Trusteer Pinpoint Application for every Application Ml CH &t
80| BRELICH

@® IBM Trusteer Pinpoint Detect Standard 2 Hi XI0ll= IBM Trusteer Pinpoint Detect Standard
Application for every Application 0l CHSt & &t0| 2 2 8HLIC}.

1.2.2 IBM Trusteer Pinpoint Detect Premium Application

D24 OHZ2IAH 014 (Client Application)2 & 0HZ2IH 0l & (Web Application) 0l LI 2HFL

OHZ 2| AH 01 & (Mobile Application)S 2/ 0I8HLICH & OHE2IHOIES el & HOIKES Solf Do HA

Z 04 XHEligible Pariticipant) Ol Hl M2 % 10 Trusteer 252 St 0 Z 2| H 01 & (Trusteer Management

Application)22 2LIHE = PE JIsSS 210 =AY 5HAM D23 LICH 2HtY

OHZEc2IHOIEZ2 HE2IAHOE AEH(AEN)NA CIREEE £ U oL ATEQIN T2 S

Soll D20 H2A HO X H M2 1D Trusteer 252 & 0HE 2| HI 0l & (Trusteer Management

Application)2 2 2LIHE = PE JIsSS 210 L= AlY SHAM W Q=3 CH

Ol MEIA0= OHEcIAH oIS HHiI MEBIAE 28 20 200 Al2+2] 28 AW & Xl(set-up) &

OHECIHOIRE 2ot 2A4 2 28 20 200 Al2t2] 28 X0l ZE N JUSLICH XNSH MUIAH=E

OHECIHOIEE & 20 Al2t2] BHXl RAE242 OHEIHOIEE A 100 Al2tS] 20t 2| A XDt

ILSHELIC.

@® |BM Trusteer Pinpoint Premium 2| BHXI0l= IBM Trusteer Pinpoint Detect Premium Application
for every Application 0l CH&t & §t0| 2 &L C.

1.2.3 IBM Trusteer New Account Fraud for Retail /%= IBM Trusteer New Account Fraud for Business
Pinpoint JI2 LAHH MS&= 0l MblAE &l HEL &4 I HHUHM S0IEE 2 KXot 24
S0 ol S NEoIH HEE MAHGIESE 8T USLICH 0l MHlAE=E Al HES
DLIEHGIH AFIIH0] U= AIE HE L MM HEHO I2 A 2HAE MBS S22 06t
TMAOIA AFSE = A= 018 BEOANE Sdll &7 HEOI mule HEOIHLE A0 AFZ &= X0 CH ol
=) 310 NS E HSELICH
IBM Trusteer New Account Fraud for Retail & IBM Trusteer New Account Fraud for Business = 10
APl S&(10 API Calls) &2 o2 HZELICH

1.2.4 IBM Trusteer Digital Content Pack for Retail /%= IBM Trusteer Digital Content Pack for Business

IBM Trusteer Digital Content Pack 2 29t 24012 6l 2 & altols /A8l Soh)| |8t &

o—
PUS HgotD +Hols RS MHOR NAGIHMN MES Al 89 292 SBE + US

ﬂﬂ

9
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1.2.5

1.2.6

SLICH O 2 S2M0 =) IIE L Z2 MIERZ PAUQ| JISst ZFHRASH 7E, CIAIE L XM
ME=z & & LICH Digital Content Pack 2 Trusteer 2 CIXIE ADJ| & Xl Jls 1t IBM Safer Payments
A2l A ZHMl(cashless—payments) JHE 2t2] S&S O 23t Ct. Digital Content Pack 2

(e}
JI2(built-in) 720 EA HIXRLIA ZRES 82510 23 L J|E}
X JlsS O Mde = JAS = LI
IBM Trusteer Digital Content Pack for Retail 2 100 &2 &0{ XH(100 Eligible Participants) &t 2l
o2 THOWE LICH IBM Trusteer Digital Content Pack for Business = 10 22 & 0{ XH(10 Eligible
Participants) &2 o 2 THIHE LI CH.
ALGSE FOI0F 28 XI& MHIAEBE OFLI2F Pinpoint Detect 2F & & Digital Content Pack 12t IBM
Safer Payments 2 E8t0lle H&EE MUIAII 2ZQELICH HAEEY MUlA= S ZAH AN MO
Zol S 2 FHSELILC

Y
f==

IA J1ZS2 AP &A1 €

IBM Trusteer Pinpoint Malware Detection

IBM Trusteer Pinpoint Malware Detection || 22t & MHIANA 2H AZEJUHE 2RSS 2
N2 Pinpoint HIAE ZTHEIA JIOI SO [TH2HOF E‘LIEP A8 ATEYNH L= HE EFHE 2XE
M= 7—‘*.1’ &0 XFOI ANE ZEN G2 FH CHE AFE X IBM Trusteer Pinpoint Malware Detection
| 22tRE MHIAE AIE0l0 D2HO| X8 A8 4= e LA(H: 248 AZEYNH L= HE

& FE 2K ﬁ§ bl OIALAL, CIBEOIA XHEH &£ &= Business 2/&E &= Retail(A0HE) 0HE2IAH 014
MHA(BE2) A2 2= IBM Trusteer Pinpoint 222 AMHIAS AE6HKA 0 AIL.

IBM Trusteer Pinpoint Malware Detection Advanced Edition |l for Business /% = IBM Trusteer
Pinpoint Malware Detection Advanced Edition Il for Retail 2/% = IBM Trusteer Pinpoint Malware
Detection Standard Edition Il for Business %/% = IBM Trusteer Pinpoint Malware Detection
Standard Edition |l for Retail

IBM Security Pinpoint Malware Detection Il = CI&S HE2IH0|&E B30 28 2= 2
MZ& IBM Trusteer Pinpoint Malware Detection 20|04 OHE2IHOIE =IF Al LA
CH &I &L CF.

Business 2 /& = Retall OHEEIHIOIHOH A2 ol= MitB(Man in the Browser) IO/ W& otd AT E QIO
28 B2 H0UA Se0lHEeIA 2K, IBM Trusteer Pinpoint Malware Detection 22t2& MY
T2 BS HE(layer)2 H3olH MitB THOIHAE 2 AZEQ N SO 22 2AHLY HE
DA HB3t0 &0 & AZERINH ASE AU [HE AP X Z2HA0 SES =2 = UES
X &56t= AHIALLICH

OIHE HIOIE:

DML MetglsE 29 5iot=l A&
OHScIAHOI A & A & A2
UASLICH
b. Advanced Edition:

Business % /% = Retail 2 Advanced Edition 2 12 2¢2| Business /& = Retail 0HE2|H 01 &
DX EZ220 LA XHID A2 HODH DM et EH AS seHil et AF=Z XL
HolE £ U=, FIHEel 2K 2 25 HE(layer)S MBELICH 0l= 1249 Business ¥/E£&=
Retail OHE2IAH 0| &2 CIst AXHMN SEE 2= USLICH
Advanced Edition 2 % A Retail 2 &0 X 10 8+H E = Business A 0 A+ 1 BHH(S,
Retail &2 0 XA 100 @ &2 1000 ® = Business &2 0 A 10 H &2 1000 )0l
NEole 2lA =2 &2 D22HUH MSELICH

C. Standard Edition:
Business ¥ /% = Retail 2| Standard Editions 2 & 0|12 220l FAIE S2RE MUl A9 sHAl
JlsS M36t= 2 Xl E2&8 LI

1=

TMA E AFZ06 11282| Business 2 /& = Retail
2ol ASAEO 2NZ MHE O|HE HOIEHS =48 £

i
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0] 22tRE MUlAN= LISl OFECIAHOI AN e ESIF ZEELICH DMH2 2E 2 =t
OHEc2IAOI&N CHoll IBM Trusteer Pinpoint Malware Detection Additional Applications Ol CH&H &
F Sl OF &HLICH.

o
o

1.2.7 IBM Trusteer Pinpoint Malware Detection Standard Edition Il for Retail /% & IBM Trusteer Pinpoint
Malware Detection Advanced Edition |l for Retail /5% & IBM Pinpoint Trusteer Pinpoint Malware
Detection Standard Edition Il for Business /5 & IBM Trusteer Pinpoint Malware Detection
Advanced Edition Il for Business & I8t M & FII 22tRE AMHIA

@® |IBM Trusteer Rapport Remediation for Retail 22t & MBIA 2] B IBM Trusteer Pinpoint
Malware Detection Standard Edition Il for Retail £= IBM Trusteer Pinpoint Malware Detection
Advanced Edition Il for Retail 2| &8 X240l JASLICH

@® [BM Trusteer Rapport Remediation for Business 22t E AMHIA 2] AL IBM Trusteer Pinpoint
Malware Detection Standard Edition Il for Business ££= IBM Trusteer Pinpoint Malware
Detection Advanced Edition Il for Business 2| &8 20| JUSLICH.

1.2.8 IBM Trusteer Pinpoint Criminal Detection for Business /% = IBM Trusteer Pinpoint Criminal
Detection for Retall
ClHIOlA ID 8 AtEZ36t( Business == Retail OHE2IH 0| &0l HZot= B MHUM &= HE
&5 20| 2el0IHERIA(clientless) ZHAl, TA 22X 2 2 ATZEQN S a1 =2 2HX. IBM
Trusteer Pinpoint Criminal Detection 22lRE AMHIAE U2 ¥5S HE(layer)S MZ20tH HE €35
AEE 2ot (12 Bt MU D2 2HIY 0HE2AH 018 S Sall) Business &= Retail
OHS2IAHOI AN HAHNAGHE B2t = 26t Cl0IA S| fI& BII 82 D20 H & E
MEEHLICH
a. OI#E HolH:

122 TMA £ = Trustboard S0lA A M=K & B0l GtLIE S8I0HH AtEE == JUSLICH
DMLY NMo| HEtel= 49 olItE A2 TMA £ = Trustboard & AFE5H0 1D240| 22t
MAHIA HH e X0l E=2&t Busmess(o*mﬁ) /L= RetaH(ﬁUH%) OHE2IAH Ol &1 S &=
XS 2240 MAsAso ANz MHE OIHE HIOIESE Aot HL BHAlE AP| MY ZES
Soll OI|HE HIOIEHE =418 2= UASLICH

1.2.9 IBM Trusteer Pinpoint Criminal Detection |l for Business /%= IBM Trusteer Pinpoint Criminal
Detection Il for Retail
IBM Security Pinpoint Criminal Detection Il = TS OHE2IAHI0I& ES0 28 =22 E=36t)| {8t
MZ& IBM Trusteer Pinpoint Criminal Detection A 0|0 OHE2IAH0IA& F=I1 AlS] LAIS
CH&IELI CF.
ClHIOIA ID 8 AF26H0 Business E£= Retail O E2IH O &0 HZoles B2 MM &= HA
& 2=0| 2e0|HEeC|A(clientless) 2ZHAI, IlA 2HX & ot A ﬁ&ETJIW IS MY &2 2. IBM
Trusteer Pinpoint Criminal Detection || 22tRE AMHIAE U2 ©5 HS(layer)S MZ20tH HZE
X ANEE 2X6tD Ol Bt ML D2 24 0HE2IH0IES Soll) Business &= Retalil
OHEcIAHOIAN HAHAGH=E ECIRN = 2461 CIHIO|A S| I8 BII H4E D22HHH 2 E
MESHLICE.
a. OlHIE HIO0IH:

M2 TMA = Trustboard SHM A MEX st *Oil BHJE SEISIH AIEE &= UASLITH
D2H(Y DMo| Histels 29| 5lIte )2 TMA = Trustboard £ AFE58H0 1240|
MBIA HH I X0l SS8F Business(22&) ¥ E_ Reta|l(*[1HR) OHEcIAHol & &M &
HBOXC 220 ASES2 ?E’BPE M= O|HE HIOIES 240l LE BHolE AP A REES
=ofl OIME HIOIHE =418 = JUSLILCH

0l Sct2& AMUIA0= StLE2 ORE2IAH0IA0 e ES0t ZeELICH D2 2 2 FIt

OHE2IAHO0 | Ol CHaHl IBM Trusteer Pinpoint Criminal Detection Additional Applications Ol

F S0 0F &LICH

I—J

i
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1.2.10

1.2.11

1.2.12

i126-6666-15 (06/2020)

IBM Trusteer Rapport Remediation for Retail /5= IBM Trusteer Rapport Remediation for
Business

IBM Trusteer Rapport Remediation for Retail ¥ IBM Trusteer Rapport Remediation for Business =
IBM Trusteer Pinpoint Malware Detection O|H E HI0IEHE Sdll MitB(man-in—the-browser) 24
ATERN 2ES HAE B DX HZ2AOIEUH A2 HAAGHE DM HAH HH AL 2EE
CIHIOIA(PC/MAC)UI A MitB &4t AZEQIN 282 TAlot) XIE6tH XFEtotD HOASLICH D242
DX OHZ2IAHOI AWM A MEZ ad =021 IBM Trusteer Pinpoint Malware Detection || 2 S Al &8t
NEEES BS6t0 U0 SLICH DS DMl OHZ2|HOIAN HMA(E2)ot= B2 20 AHet
2NN ZEE EFH CHIOIA(PC/MAC)E AIZ ZAIGHD JHMHGHD| |18t =20 0] 224
ANBIA QIHE 2 ASE £ UASLICH IBM Trusteer Rapport Remediation 2 28 =22 &0 X2
CIHIOIA(PC/MAC)UIA &Mz AT 00k ot0] oY 8 E#0iXl= EULA & £2I0i0F ot D242
OHEC2IHOIEMA ZIA 8 H QISE 00k 5t0 D2 A= AF2XHID =& WHE0] Z&HE 00k
SLICH O 2242R& AMBlA QI W= Trusteer Splash E MEE £ U= ddle EE8YX $20
L/E= DM UBE H2A WA AS0H JIE OE LHOZ HE AR SA0|HE ATEANHE
T=ESHLICH 2 MHIA HAIAS 2H A, HE AL XHAccount Holder)= 22H0I1HE 2liol2
ATEYAHE EXGIA D 2B AISX 20l A HA("EULA") S =20t 0 D240| 224LE MEIA
HH2I Kl SE28 D249 Retail(AMHE) L= Business(Z2E) WE2IAHOIEMNAM = A 8 H QIS
DO XS AIEXE Q0IELICH HE AR 22I0/HE AT ER0{(Account Holder Client
Software)= IBM Trusteer Rapport 22t0/HE Q0SS AZEQ N T= =S ASXS ClUtol A0
HXICIEE U 22IRE MHIANA HM2E= JIEH 220IHE 20|28 ATEYUHE 20| LICH

=2
=2

=2
=2

IBM Trusteer Pinpoint Malware Detection Additional Applications for Retail /% = IBM Trusteer
Pinpoint Malware Detection Additional Applications for Business

® IBM Trusteer Pinpoint Malware Detection Standard Edition Il for Retail &£= IBM Trusteer
Pinpoint Malware Detection Advanced Edition Il for Retail 2] 2<%, Z=2 OHE2/H 0l& 20l
FIIE Q! Retail OHEIAHOI&E S HIXIGH| ol A= IBM Trusteer Pinpoint Malware Detection
Additional Applications for Retail 0ff CHgt & st0| 2 L& LICH.

@® |BM Trusteer Pinpoint Malware Detection Standard Edition |l for Business $£= IBM Trusteer
Pinpoint Malware Detection Advanced Edition Il for Business 2| &2, & x2| HE2IAH0I& 20
FIIE QI Business HE2IH01& S BHXIBHI| 20 A= IBM Trusteer Pinpoint Malware Detection
Additional Applications for Business 0ff T8t & &H0| 2 L &FLICY.

IBM Trusteer Rapport for Mitigation for Retail &/% & IBM Trusteer Rapport for Mitigation for
Business

@® IBM Trusteer Rapport for Mitigation for Retail 2 IBM Trusteer Pinpoint Detect Premium E£=
IBM Trusteer Pinpoint Detect Standard O|HIE HI0IEIE Soll & ATEINH 2EsS 2 X8t
AL DMl Retail(AOHE) OHS2IH O A0 LAIZ HHA(ER)ol=s D20 MA AL 2=
CIHFOIA(PC/MAC)UIA &M AZEQN 2HS RAGHD XIS6HH XEotD MAHSLICH D2
D24 Retail(A0HE) OHZ2IAH0IENA AHIZ A S0 IBM Trusteer Pinpoint Detect Premium

£ = IBM Trusteer Pinpoint Detect Standard 2| S Al R &8t MESES ERotD] JAAHOF &LICH
NS D2H9| Retail(AE) OHECIAHOEH HAA(E2)ote 2 HOAQ 2NN 2=
E3 CIHIOIA(PC/MAC)E LAIZ T AIGHLD JHHBHD| |18 =28 0| 22tRE MHIAE AIZ2E
%= UASLICH IBM Trusteer Rapport for Mitigation for Retail 2 2ted & =221 20 Xt
CIHFOI A (PC/MAC) I A A HIZ AT 00 ol oS X2 20 A= EULA & £02I6H0F ot 11
24Ol Retail(A01Z) OHE2IH OIS 0A EA 8t OIS 0F 610 D22 2H0l= AMEXHID
> US0l ZE OO &LICH 0] 224RE MHIAN = Trusteer Splash 8 AISE £ e dele
G X 2o Y/E= D20 bt H2A HHA OASH JIEF CHE HEoe 2 HE A7
22l0|HE ATZEQNHE T=EHLIC

@® |BM Trusteer Rapport for Mitigation for Business = IBM Trusteer Pinpoint Detect Premium &=
IBM Trusteer Pinpoint Detect Standard O|#IEHIOIEHE Solf & AZERQH S22 2Kt B
1242 Business OHE2IAHOI &0 LAIZ BAA(HZ2)ots D242 HA HO A 2HE
CIHIOIA(PC/MAC)UIA 2 AZEQ N 2HS ZAGD XS0t Xeotd MAHELICH DS
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124 Business OHE2IHOIE WM & HZ A& =0l IBM Trusteer Pinpoint Detect Premium L&
IBM Trusteer Pinpoint Detect Standard 2| G Al R &t IZ2ESE2 E20t12 A0 &LICH
DM 29| Business OHE A0 AN HAHA(E2)ote 2 20N 2HMA 28 EF

CIHIOIA(PC/MAC)E 2 AIZ T Aot JHA&GHD| fist =228 0] 22lRE AHIAE AIEE £
UASLICH IBM Trusteer Rapport for Mitigation for Business = 2tgd &2 &0 X2
CIHFOIA(PC/MAC)UIAl A2 AT O0F Ol SHE M2 &0 XK= EULA & =210 0F of
1249 Business OWE2IAHOIE0 A = A 8 H QISE 0k ol D2 A= AFE X |
SLHE0l 2S00k &LICH 0] 222 E= MHIA W= Trusteer Splash £ AIE2E
SEX ROl Y/E = DM Ut ™A A ASU JIE GHE ggHoe =z
SCH0|HE ATEQOE BH=ELICH

©

A O
— M
L= DN

rr

A2l

[l

=001
rr

=2
DS
o

faml

m H 4>

1.2.13 IBM Trusteer Pinpoint Detect Standard Additional Applications for Retail /%= IBM Trusteer
Pinpoint Detect Standard Additional Applications for Business

® [BM Trusteer Pinpoint Detect Standard for Retail 2| A2 =2 OIE2IH0I& 20 =ItA 0l
Retail OHE2IAH Ol &2 B XIBHI| {6 M= IBM Trusteer Pinpoint Detect Standard Additional
Applications for Retail 0fl CH&t #st0| 2 L& LICH.

@® |IBM Trusteer Pinpoint Detect Standard for Business 2| 22 = =92 OHE2IH0IA 20 F=IIE QI
Business OHE2IAH0IE 2 HIXIGH| foH M= IBM Trusteer Pinpoint Detect Standard Additional
Applications for Business 0fl CHst & st0| & R&LIC.

1.2.14 IBM Trusteer Pinpoint Detect Premium Additional Applications for Retail &/% &= IBM Trusteer
Pinpoint Detect Premium Additional Applications for Business
0l MEIANE OHECIHOIEE HIXI AEIAS 28 =T 200 Al2t2 28 X&) & Xl (set-up) &
OHEcIAHOIAY Bot 245 st 2 200 A2t 28 A0l 2D UASLICH XSE HHIA0=

HScIAHOIEE &H 20 Al2te] BIXI S22 OHScIA0IES & 100 Al2tel 2O+ 2| A X1t

LSHELIC

@® |BM Trusteer Pinpoint Premium for Retail 2 2L =2 HE2IAH0IE 20 F=I1E 2l Retall
OHE2IAHOIAS HHXIGH)| 2o A= IBM Trusteer Pinpoint Detect Premium Additional
Applications for Retail Ol CHet & &t0] 2 &HLICH.

@® [BM Trusteer Pinpoint Premium for Business 2| < =2 OHE2AH0l& AN =IOtE QI

Business OHE2IHO0I& 2 Hi XIotD] fI6H A= IBM Trusteer Pinpoint Detect Premium Additional
Applications for Business Ol CHet & 8t0| 2 L &LICH.

1.2.15 IBM Trusteer Pinpoint Detect Standard for Retail Premium Support /% = IBM Trusteer Pinpoint
Detect Standard for Business Premium Support
Pinpoint Detect Standard Cloud Service & &8t 1242 Premium Support MBIASE RLE &
Q& LICH Premium Support AlHIAS] 812= Otel 4 =0l JITHE o USLICEH

1.2.16 IBM Trusteer Mobile Carrier Intelligence for Pinpoint Detect

12H0] 0] 2U42RE MBIAN AF2SSotI| &0 2N IBM Trusteer Pinpoint Detect 2| & Al &6t
ANESES EL56t10 A0k ELICH

0] 22IRCE MHlAE= Y 22RE MHIA S otUol HE2S SUHAES HS0l e =0 329
HAEIAEZS NS0l S8 MES 28 2 /E=2 Waeg22M IBM Trusteer Pinpoint Detect £
IHABILICH 20| 2225 MUIAN R3IGHH oY HS o 2eE SEA 32 22 S&3 sUHES
HSOl CHst S22 L0t=2 &= USLICH

0] 22tRE MHIAWA MBots SUHAS Bis 23 HIOIE("240HY ClEZ[MAE DM LIS
ECZOAIESY = UA2H 30 S EEE £ JASLICH D22 ol J12F 01F sLst FUE S
HSOl CHoll 22t E MBIAN CHAl =360 Y HS0ll CHoll 281 QIEIZIMAE A2 4+~ JA2H,
Ol X3Z2EH B2 2HIY QL2 |MAS CHAl AI2E 4= S SLICH F0AM 28 Z2RE Moot
X2 2E HOIEH OIOIY ) MHl E= 2202 HAolM £ = 2 Y Q2| AE E2561D]
ol MAISHHLE THAFZBHH UL AFSE &= SI&LICH
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1.3  Acceleration AMHIA

1.3.1 IBM Trusteer Pinpoint Detect Standard Redeployment /% & IBM Trusteer Pinpoint Detect
Premium Redeployment
AHIA D12 SoF 22101 g2 OHE2|HO0IE S B XIS ol ZUESZ IBM Trusteer Pinpoint
Detect HHXIE BHHWMOF ot= D22 IBM Trusteer Pinpoint Detect Redeployment & 2 &6l OF &HLIC}.
OHE2IAOIAS MO = SAE URL=S BHEGIHU 2212 OHELIAH0IES MES2 Jl==2

HatotU ME2 22t 82 SEXS2Z 0ISotHL ME22 2 22 E JIE S22 01 &0
FIIot0 XAt ot= D40 2 MEHXl 20l 2R = ASLICH
DA2 6 MBS MEHXI &g J12t SCF 0101 Ar2SSE 8 HSc2lAH 0l 20 A== FIt

OHEEI%IOI@Z g2iig=z A

s2= = UsLIL

1.3.2 IBM Trusteer Pinpoint Malware Detection Redeployment

ABIA D12 SoF 22401 2 0HE2IAHO0IE 2 MUEXISH)| ol Z2U4EH2Z IBM Trusteer Pinpoint
Malware Detection |l B XIE HZGHOF ot= 2242 IBM Trusteer Pinpoint Malware Detection
Redeployment € & a0k &HLICEH.

OHZ 2l A0l & 2 ':Dﬂol °T
SotHLE ME22 =22+2]

tot 2 X} ot joo|
X2 6 IHE 2 MBHX & &
OHE22IAHOIES UL Z &
IBM Trusteer Pinpoint Malware Detection Il Standard Edition &= IBM Trusteer Pinpoint Malware
Detection Il Advanced Edition 0l CH&t IBM Trusteer Pinpoint Malware Detection Additional
Applications 2| 42 Z x2 OHE2IAH01E 200 F=ItEQI OHE2IAH0I&E S BIXISH| ol A= IBM
Trusteer Pinpoint Malware Detection Additional Applications Ol CHSt ;‘4 SHO| 2 R EHLICE.

ctel HEcIAH0IES ME2 JlIe2
2 210 SZ2LE JIE WME2lAHol&

< N rE
\.J Ur\(]
X
o
s
j
= Tio

2o
ANEZSEe 0WS2AH0IE 20 &d&z= =0t

@
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o
1
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a>
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1.3.3 IBM Trusteer Pinpoint Criminal Detection Redeployment
AHIA D12t S0t 22t0l t‘ct*%' OHZclAHOI&AZS THEH XIGHY| fIoH Z2UE 22 IBM Trusteer Pinpoint

Criminal Detection 22t & AMHIA2 HIXIE HEGH0F o= 122 IBM Trusteer Pinpoint Criminal
Detection Redeploymen t% 21 o OF & LICE.

OS2l AH Ol & 2 ':Dﬂol T=s5SAE URLS BHASIHU 2242 i E2IH0IA AHE% &2
HEIGHHLE 22 2210 W2 SE2Z 0|sotHU ME& 290 E22E JI= E2IAH0I&
ES I NIl e joo| 2 THUXl 20| 2RE £ ASLIC

DM 6N THHHXI &M & |2 SO 0|0 AF2SE2¢ 0HELIH0IE 20 AdE = =D}
OHS2IAHOI NS UYL ZE MBS = ASLICH

2. oIE XMcl & 25 GI0IH AIE

IBM HI0IE X2l 2&!(Data Processing Addendum: DPA)(http://ibm.com/dpa &X) & OteH &
GIOIE X2l & 235 UI0IE AlE(Data Processmg and Protection Data Sheet(s))(CI0IEH AIE(S)
LC=DPAEE(S)2 I*IE')“ SR AMHIAN s FIOIEQ HIOIH 28 3282 Helg = U=
HeElxo| 95 2 Hel 2=, H0IE £5 Jls U HEIXO| 22 @ uist HEQ Bpist S HAS

[y Eaay—

MIZEHL CF, DPA HEI =0 Z&t=l Q! HIOIE Ol i) European General Data Protection Regulation
(EU/2016/679)(GDPR) EE&= ii) http://ibm.com/dpa/dpl Ol EAI=! JIEF QIOIE ESH 0| 225 es HL
) H0l Stof E=E LICY

HE’.I

l_O

CIOIH AIEME LBt o2 MUIADE HHXIE CIOIE SIE 2 203 8Lol IBM(H 3 2 THX 2l X+ &0l
el HIOIHE SAEGHD XMelotes 2 |AXIDOF EAIELICH AUIADEEBHXIE CI0IH MEE SAE &
el /IRl =52 otel 5.2 & (FIt Mel ?IX E8)8 FXRSHYA2.
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http://ibm.com/dpa
http://ibm.com/dpa/dpl

3.2

IBM Trusteer Pinpoint Criminal Detect

https://www.ibm.com/software/reports/compatibility/clarity —
reports/report/html/softwareReqgsForProduct?deliverableld=1402489853624

IBM Trusteer Pinpoint Detect

https://www.ibm.com/software/reports/compatibility/clarity —
reports/report/html/softwareRegsForProduct?deliverableld=3D3DA0COE5F711E5A3808DA17FABES
B1

IBM Trusteer Pinpoint Malware Detection

https://www.ibm.com/software/reports/compatibility/clarity —
reports/report/html/softwareRegsForProduct?deliverableld=1402489595035

IBM Trusteer Mobile SDK

https://www.ibm.com/software/reports/compatibility/clarity —
reports/report/html/softwareRegsForProduct?deliverableld=1402492847439

MUl A &2 (Service Levels) & J1= X

SLA(Service Level Agreement)

IBM 2 LS JIE4 "MalA e H"(0loF SLA)S DA MZ&ELICH IBM 2 OfeH 2 20| =&
2RE AHlA D40 Ot HE Jtsét 2 oF
AMZHE)H A 2d &9 = Service Down(2) 2t

&= EFLICEH Service Down 2 Z2|, Sdll EXt, AHIA JIEH ZHO0 28 IBM 22 2HEHE |

Cloud MHIA XI& 1= =(https://www.ibm.com/software/support/saas_support_overview.htm!) 0fl Al

Eolg = UsLICH

nes et E
=< (HE ARSE2+2 %)
99.9% 0] Gt 2%
99.0% 0] et 5%
95.0% 0] et 10%
*ANBREEZ2= 2Y Y A0 D= oY 2o &4F @22LICH.

Jl= X&

A& 29 AM HE, M2 e, ot=24 X3 Al2H S8 AL JIE XNd 382 EXE ¥
2= AdlA0 thst Dl XY 1BM K&

OHLH Al (https://www.ibm.com/support/home/pages/support—guide/ 2 X)UHA 22 E MUIA

SEotH &ols = AsLICH

Z2018 X&:

>.

L

g
oo
_O'ﬂ
2

i

ScRE AMHIAN e Z2|01Y A& S8 Al I 220 2050 Z2/01 X0= S0l

HEsHELICH

@ 2= AT MEHO OHSt 24x7 KI&

® D20 XY o M3t Y B RFO2 NF gty & YSLC

@ MY WO MA XA A= AR EANS MAEOZ ML & ASLICHSoftware as a Service
[SaaS] Support Handbook & =),

@ A= H XA LES Soll LEAE, M, Atdl EOAM,
FAQ(http://www.ibm.com/software/security/trusteer/support/) & &01& £ QUELIC.
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4.2

5.1

5.2

=2
[=]

5 HA
SctRE MUIA0 st 3 MA= HHAFAH SAIELICH
0l et MblAtle OS E- MADH HEFLICH

FO

L

® QIJOIXKIHE(Engagement)= 2CIRE AHIASD 2EHE M2 MHIA E= WE AU ALLICH
® == O AHEligible Participant)= 22t E AHHIAWAM 22lotHL =E6l=s AHIA 2

T2 30 2E 2= s JHelolLE gHels 20l & L.
@ (ZEZ20|82 22IRE MHIAMNAM HEEIHLE 221RE MHIA0 HMASEE JIEH T HL

SctRE MHIA0NA AtEE, D7otH 0150] XN&E&E AZEAN Z2 IS LICH
@O APIS=E2 X2 Jis UHHOIAE S8 22A4RE MBlAS SEYLICH
Lk 2

® ™Z(Connection)2 HIOIEH:HIOI* OHE2IHO0ol&, A
SEO CIHIOIAZ 22tRE MHIAN &3 E= A2t

%I} g

20198 1 &1 2 0l™0 &M= 22tk
https://www.ibm.com/acs 0l M HZ8t =

CIOIE ==X 2l CIOIEl XMelof &8 EULA ¥ JI&E

IBM Trusteer Rapport 22t22E AMHIA(Pinpoint 22t E MUIA 2 2t348F HI Xl Al Rapport
Remediation &= Rapport for Mitigation _S*)E AR &l g2lotAl 2 &, DMl sSEEo=Z HEt
el 21=0 —:okO# N2 2elLE AHIAS HBote Ol 228t 22 IBMO| £=&856t10 Helg =

UEE 5t 2 AIES X 2ol dl A 31|9F(End User License

Agreement) (https://trusteer.secure.force.com/PKB/articles/en_US/FAQ/RAPPORT-DATA-
PRIVACY-NOTICE-AND-END-USER-LICENSE-AGREEMENT-EULA & ZX)E MZ206t=Z IBM Ol Al
Ast2 20 ELICH

IBM Trusteer Rapport 22t E AHIAN ol D22 22 T2 1S AISoIH 244 AZTEQIH £ 24y
ATEH O] O}ElfLHE = Qlo| MOl S 23E IHYUOILE HIZE AN T2 Q&) 2=
IS +=8oIES BMOIAH & DS S CI0IH Hel X2 HEES S ELICH IBM 2 28

At Kol JHel & ‘Z‘JP e MIYUES (AR 2 T2 HME AI26HA LOH ©, S A2 X2 &0t
G0l &4 ATEYONUHAM FHSE JHO! HIOIEDF =& S Mo Z&E £ ASLICH IBM2 1) J248t
AN 2H Q= H}O'E Z Al AHISHD 2) 2t M2 24 D2 SoH)e B26t0 OEst R0 %
Mg s =tol 2t6H Kl &2 &SLICH

FIXHel /X &8

CIOIE AIEO HAI= X 32 MK 28 ALRLE EL&otX, JHC! HIOIES 2 sA€ L Hels

Otch XIE=E 2AXI0A = LICH

S2 U0l JMHE Soll Ma5es 2= MHIA2 32, IBM 2 el UIoIES SAE ) MelE IBM A<
golo =otet s =II=2 Metguth: =€ OIAEPO", Ot & HEtE.

2= O0IH MHE Sl MadHe 2 MEIAS 22, 1BM 2 JHel HI0IE 2 SAE D X2l IBM A
Bolol 20te s =2I1S2 MEELID: €=, OIﬁEP% e

Ol= CIOIE dEHE Soll M= 2= MEIAS 22, IBM 2 JHQ! CI0IHS S A2 XMl S IBM H e
Bolol 2ote Chs =12 MEELIT: 0=, OI*E}"“ Ot MotE= 2 S,

o XS 20 =L, 2= L 0= OO0IH HHE Soll MSE L= MBIALE 2&456H0 (1) XI&
ClIOIE= 1BM 2| Xl 3 2l X 2l XtZ Salesforce.Com 0l 2o S22 ZHANAN S AEEHLE XelE
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5.3

5.4

5.5

5.6

5.7

4= Q17D (2) GIOIE £ Mobile Carrier Intelligence 22 XH0IH HE6HJ|2 SHeist D2Ho] AL {0l
HIOIEH= TIOIE AMIEN XNES Y M 32 MAeIA2 =AM SAES D Held = AsLICH
HIOIEl AIEQS AlBlE|l= LISl =2 7o, M= Z&2 (2) &0l XI&EE X 32 MH2lXs I1ISO
27001 &&= SOC2 € =£0lX €= = USLIC.

2 IBM Q1E 9l D= D220 X L HOIHE &2ldot= dlolEe AE ol et IBM Trusteer A& &

g,
HE FANE+ ABIAZ 220 A HMs2 = AsLICHL

HE A% GIoIH

e}

HED LM, E 0lA2 IBM D20 S HE 232 HE A5 2240|HE AZE JIOiﬂ
GAHE (028 IBM D2HE 0lot "Hls D2H'0l2t &) 2 MUIA HAIAM oFel MUIADE ] KIY

HIOIE HEE Soll oY HE D2HUHH M= R0 HE ALK HI0IHE 212 5.2 &0 IIE%
oS 2 OOl AEe H2E DE AXNM HMelE &= USLICH

S &=

&5 Lol A, Trusteer EE_HEOI Ctekst QIHES0| olLte Sgte 28 s 2488 £ ASLICH
ez N2 HOI 0|28t 22tRE MHIAZS & otLIE dlXlol=s &2, IBM 2 2 AHlA QAN 612
LIH X 22tRE MHUIAS W JIEFH CHE Trusteer MHIAN 28 MHIA BAIAN G2 M8 CHE
Trusteer MHIASE D2HUH HS6tD| 218t SHC=2 N2 HOIEHE E2E & USLICH

ool 2 AZEFI0O(Enabling Software)

222 AHlANE=E T2 2lo2x AZEQ I Ze&ELICH

® IBM Rapport Agents

Pinpoint Best Practices

O ATEQNE ZAotHL HAE €52 2R & B2 D22 Pinpoint HIAE THE|A DO =0
((tetoF StLICH 98 AZEN L= HE €5 E DFI@ NS MA ZFOHKAC A2 ZEN FEFS F0
CtE AFE KDL IBM Trusteer Pinpoint Detect 22t & AHIAE AIE6H0H D242 £XIE IS = U=

O

BEAI(O]: 2 ATEQN L= HAE &8 2X8 2F 22 HAIK, CIHOIA XHE &£ = Business
/EE Retail(AMZ) HE2IAHOIE HAHA(EZ) XAEHS 2= IBM Trusteer Pinpoint Detect LTHE S
25Xl Ot AL,
| AANA =&E Ol

2tRE MHIAE HiXlols AE UM S GIOIEIE IBMOIAH HB6tH & =
EX Hos ’%‘%‘omu =F JH_O1IJ1| HEE £ QUe HEE ZstofAl= o
IBM OIH HMIZ% GIOIE 0l CHet =01 XI& 2 D20 H MZ2%= Trusteer i Xl }OIEE}QOHH
QSLICE.
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