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Abstract

This white paper provides guidelines for developers and independent software vendors (ISVs) who
are interested in using certain unique IBM POWERG6 processor and IBM AlX 6 operating-system
tools in their applications. The combination of AIX 6 and the POWERG6 processor can put system
performance and efficiency into a new realm.

Introduction

When it comes to tools, an analogy between sculpture and software draws an easy comparison. An artist
does not just start chipping away at a block of white marble with any old chisel. Precision tools are
necessary to create a masterpiece. The same is true in the software world. For example, for a database
application or a business-intelligence piece of software that resides on top of a customer-relationship
management (CRM) application, as the complexity increases, the quality of tools must also increase to
produce the desired results. Thus, it is critical to understand the nature of a tool before you pick one for your
application.

The IBM® POWER6™ microprocessor introduces several key features. That is why the IBM AIX® Version
6.1 version of the operating system delivers some major functions and tools. This white paper provides
details on some of the salient tools that are available in the performance, virtualization and software-
development areas.

POWERG6 microprocessor

IBM has a long history of leveraging technology to build high-performance, reliable systems. In the past
several years, IBM has increasingly applied this expertise to UNIX® servers and the AIX operating system.
The IBM POWERSG6 processor-based IBM System p™ 570 model continues this heritage with industry-
leading performance across a broad spectrum of industry-standard benchmarks. See the IBM System p 570
Web site that presents some of these performance details
(ibm.com/systems/p/hardware/midrange/570m/perfdata.html).

The POWERS6 microprocessor is the IBM follow-on to the IBM POWER5™ processor. The POWERG6
processor, which was released on June 8, 2007, has the following characteristics:
e Approximately 790 million transistors that are 341 mm2 large and are fabricated on a 65 nm
processor
e 3.5,4.2 and 4.7 GHz clock speed
e Dual-core processor
e 128 KB of L1 cache (64 KB data and 64 KB instructions)
e Eight-way, set-associative design
e Two-stage pipeline that supports two independent, 32-bit reads or one 64-bit write per cycle
e 4 MB semishared L2 cache for each core, where the cache is assigned to a specific core, but the
other has fast access to it
e 32 MB large L3 cache that is shared by the two cores (the L3 cache is off die, using an 80 GBps bus)

Each core has two integer units, two binary floating-point (BFP) units, and a decimal floating-point (DFP)
unit, and is capable of two-way symmetric multithreading (SMT). The BFP unit incorporates many
microarchitecture, logic, circuit, latch and integration techniques to achieve a 6-cycle, 13-FO4 pipeline.
POWERG6 has hardware support for decimal arithmetic and includes the first DFP unit that is integrated in



silicon. More than 50 new floating-point instructions handle the decimal math and conversions between
binary and decimal.

There is an AltiVec (single instruction, multiple data, or SIMD) unit on the POWERS6 processor, and the
processor is fully compliant with the new POWER ISA v.2.03 specification. The POWERS6 processor also
takes advantage of Virtual Vector Architecture (ViVA-2), which enables the combination of several POWERG6
nodes to act as a single vector processor.

The POWERG6 processor can connect to up to 31 other processors by using two internode links (50 GBps),
and supports up to 1024 virtual partitions. The POWERG6 processor comes in multiple chip modules (MCMs),
as does the POWERS5 processor, with up to four processor dies and associated external L3 cache on a
single substrate.

The POERG processor supports the IBM AIX 5L™ 5.2 TL10, AIX 5L 5.3 TL0O6 and AIX V6.1 operating-
system releases, as well as the Linux® operating-system distributions from Linux partners Red Hat and
Novell. Renowned for their computing power, IBM System p models and workstations support user needs
across a broad range of applications, including transaction processing, Web publishing, data mining,
systems management and others. This family of 1- to 64-core IBM POWER™ processor-based systems is
designed to provide leadership features for high performance, availability, scalability and dynamic-resource
allocation. Unique IBM virtualization features allow users to process more information on a single server —
creating the potential to save on the total cost of system ownership.

System p products are designed for smaller and midsized businesses as well as large enterprises that are
using UNIX platforms. These systems use AlX, which is the IBM open UNIX operating system, and also
support thousands of Linux applications. System p models are powered by IBM leadership technology,
including the POWERS6 microprocessor, currently the world's fastest chip, which is built using IBM state-of-
the-art 65-nanometer process technology. At 4.7 GHz, the dual-core POWER®G processor doubles the speed
of the previous-generation POWERS processor and uses nearly the same amount of electricity to run and
cool it. This means that it is possible to use the new processor to either increase performance by 100
percent or cut power consumption virtually in half.

The POWERSG6 processor provides for hardware-partition migration, known as live partition migration (LPM),
which is totally different from live application mobility (LAM), which is an AlX 6 feature. AIX V6.1 fully exploits
the POWERG6 processor. Some of the POWERG6 processor features that AlX 6 delivers include kernel
exploitation of Storage Keys and automatic page-size optimization.

AIX V6.1 runs on systems that are based on the IBM POWER4™ processor, the IBM PowerPC® 970
processor, the IBM POWERS processor and the latest generation of POWER processor, POWERG6. Most of
the new features of AIX V6.1 are available on the earlier POWER platforms, but the greatest capability is
delivered on systems that are based on the new POWERG processors. The AlX operating system is
designed for the IBM System p and IBM System i™ product lines, as well as IBM BladeCenter® blades that
are based on IBM Power Architecture® technology and IBM IntelliStation® POWER workstations.



New AIX V6.1 features

AIX Version V6.1 is the next IBM generation of the well-proven, scalable, open standards-based UNIX®
operating system. It includes a large set of new features for virtualization, security, availability and
manageability — designed to make AIX 6 even more flexible, secure and available than previous versions. It
is also built to fully leverage POWERG technology and virtualization to help deliver superior performance,
increase system usage and efficiency, provide for easy administration, and reduce total costs. See the
following highlights of what is new in AlX Version 6.1.

Enhanced virtualization features

Workload partitions: AlX 6 introduces a new, software-based, virtualization approach called workload
partitions (WPARS) that complements the existing IBM systems’ logical partitions (LPARS) by reducing the
number of operating-system images that system administrators must manage when consolidating workloads.
WPARSs enable the consolidation of multiple applications inside of a single running instance of AlX 6.

Adding WPARs to an operating-system instance provides a new level of system-virtualization capability.
WPARSs allow you to checkpoint and restart the execution of applications without modifying application code.
WPAR technology is a software-based partitioning solution and has no dependency on any hardware
features. The part of the AlX 6 operating system that hosts the WPARSs is called the global environment.

An important feature of WPARSs is their ability to be relocated from one LPAR to another LPAR, irrespective
of whether the LPAR is being located within the same physical server or not. For most applications, WPARs
appear as a booted instance of the AlX operating system. There are two types of WPARSs: system WPARs
and application WPARs.

e A system WPAR has a dedicated, writable file system and can share global environments in /usr
and /opt in read-only mode. A system WPAR is like a typical AlX operating-system environment.

e An application WPAR is reserved for an application or a group of applications that you can start by
using only one command on an AIX command-line interface. Such a command is passed as an
argument to the AIX wparexec command that, in turn, creates an application WPAR. An application
WPAR cannot run system-services daemons, such as inetd. Also, it is not possible to remotely log in
to an application WPAR.

You can separately administer each WPAR from other WPARs in the system, including separate security
and root-level user processes. WPARs obtain a regulated portion of the system resources that are available
to the instance of AIX 6 and share the AIX 6 resources, such as kernel and 1/O resources.

Live application mobility: It is possible to move WPARs from one system to another without restarting the
application or causing significant disruption to the application user. You enable this capability, called live
application mobility (LAM), through a separately offered licensed-program product, IBM Workload Partitions
Manager for AlX. (Note: This program product is discussed later in this white paper.) Both system WPARs
and application WPARs are supported under LAM. LAM is available in POWER4, POWER5 and POWERG6
processor-based systems. (Note: The POWERSG processor also provides a hardware-partition migration
process that is known as live partition migration [LPM]. LPM is totally different from LAM, which is a
software-based AlX 6 feature. This is discussed later in this white paper.)



Security features

Role-based access control: This provides improved security and manageability by allowing administrators
to grant authorization for management of specific AlX resources to users other than root users — by
associating those resources with a role that is then associated with a particular system user. You can also
use role-based access control (RBAC) to associate specific management privileges with programs, which
can reduce the need to run those programs either under the root user or through setuid.

Trusted AIX: This extends the AIX 6 security capabilities by integrating compartmentalized, multilevel
security into the base operating system. You implement Trusted AIX as an installation option to meet critical
government and private-industry security requirements.

Encrypting file system: The IBM Journaled File System Extended (JFS2) adds even greater data security
with the ability to encrypt file-system data. You can select from a number of encryption algorithms. You can
back up the encrypted data in encrypted format, reducing the risk of compromised data if the backup media
is lost or stolen. The encrypting file system can even prevent the compromise of data to root-level users.

AlX Security Expert LDAP integration: AIX Security Expert was introduced with the Technology Level 5
update to the AIX V5.3 operating system, and provides clients with the capability to manage more than 300
system-security settings from a single interface. AIX Security Expert has been enhanced in AIX 6 with an
option to store security templates directly in a Lightweight Directory Protocol (LDAP) directory — simplifying
the implementation of a consistent security policy across an entire enterprise.

Secure by Default installation option: The AIX 6 installation process offers a new option, Secure by
Default, that enables only the minimal number of system and network services to provide the maximum
amount of security. Secure by Default works best when you use it in conjunction with AIX Security Expert to
tightly control the security configuration of each system.

These security features are discussed in greater detail later in this white paper.

Availability and manageability features

Kernel support for Storage Keys: This AlX 6 feature brings mainframe-inspired reliability capabilities to the
UNIX environment for the first time. Enabled by POWERG6, Storage Keys reduce the number of intermittent
outages associated with undetected memory overlays in the AlX kernel. Applications can also use the
Storage Key feature to increase the reliability of large, complex programs that run under AIX 5.3 or AIX 6.

Concurrent AlX kernel update: This feature provides a new capability to deliver some kernel updates as
interim fixes that do not require a system reboot to be put into effect. This can reduce the number of
unplanned outages that might otherwise be required to maintain a secure, reliable system.

Dynamic tracing: AlX 6 provides a new dynamic-tracing capability to simplify the task of debugging
complex system or application code. This facility is introduced through a new tracing command, probevue,
that allows you to dynamically insert trace breakpoints in existing code without having to recompile the code.
(Note: The ProbeVue facility is discussed in detail later in this white paper.)

Enhanced software first-failure data capture (FFDC): A key innovation to improve the reliability, availability and
serviceability of AlX is the introduction of FFDC technology. This concept is borrowed from the mainframe world; it
gathers diagnostic data about problems as they occur, dramatically reducing the need to recreate the problem
(and impacting performance and availability) to generate diagnostic information.



Systems-management and enhanced virtualization tools

For managing and maintaining your operating-system configuration, AIX offers a number of choices, from
the command line and menu-driven System Management Interface Tool (SMIT), to a variety of remote
management solutions, such as IBM Systems Director Console for AIX (Console) and IBM Web-based
System Manager. Workload Manager provides a policy-based approach to managing the use of resources
by applications that run inside the AIX operating system. Workload Manager has been part of AlX since AlX
V4.3.3. IBM Workload Partitions Manager for AIX is now available to facilitate management of WPARSs.

IBM Systems Director Console for AIX

The Console is a new management interface that allows administrators to manage AlIX V6.1 remotely
through a browser. It provides responsive Web access to common systems-management tools, such as
SMIT. The System Director Console for AlX is a highly scalable set of multihost tools and is included with
AIX 6. It does not require any other Web server or other software.

IBM Web-based System Manager

IBM Web-based System Manager uses a management console that is capable of administering multiple AlX
operating-system hosts from AlX, PC or Linux remote clients. The new plug-in architecture makes it easier to
extend the application suite. In addition, Web-based System Manager supports dynamic monitoring of
system events through its integration of Resource Monitoring and Control (RMC), which was developed for
management of IBM UNIX systems. Starting with AIX V6.1, you can also access Web-based System
Manager through IBM Systems Director Console for AlX.

Workload Manager

Workload Manager helps you manage multiple applications, workloads and resources by allowing you to
control the amount of resources, such as processor capacity or memory, that an application can use. In AIX
V6.1, Workload Manager is the primary infrastructure for regulating the use of resources for WPARs. When
used in conjunction with Workload Manager, WPARs enable you to easily consolidate multiple workloads in
a single AlX instance. Workload Manager also allows you to enforce business priorities on your workloads to
help ensure that the resource requirements of less-critical jobs in the system do not have an impact on the
performance of critical applications. You can easily apply individually tailored resource-allocation profiles,
which allows you to spend less time on routing workload tasks.

IBM Workload Partitions Manager for AIX

With the addition of WPARs in AIX V6.1, a new licensed program product, IBM Workload Partitions Manager
for AlX, facilitates management of WPARs on multiple systems. You can create, clone, start, stop and
monitor WPARs on multiple systems from a single interface. Workload Partitions Manager also enables live
application mobility, which allows you to move a WPAR from one system to another without restarting the
application. LAM help reduce application downtime, improves workload balancing across systems, and
provides energy savings by moving workloads from an underused system and then shutting it down.



Performance tools

This section presents the most popular features and new tools that are available for AIX V6.1. These tools
allow you to get the most out of your System p platform and help you control, monitor and diagnose
application performance. They also help you improve the reliability and availability of your system.

AlX tracing tools overview

AIX V6.1 includes several tracing facilities.

AlX system trace is the main trace facility on AlX; it is designed for tracing inside the kernel and kernel
extensions. However, this facility also supports user-defined tracing in application code. It is based on
compiled-in static-trace hooks and is only enabled when needed. By default, all trace hooks are enabled
when tracing is turned on. However, there are options to enable only a set of trace hooks or to disable some
specific trace hooks. Both user and kernel tracing share the same system buffers. So, the application-level
trace data is copied to the system buffer.

Lightweight memory trace (LMT) allows you to trace only key AlX kernel events and is not available in
user mode. LMT is also based on compiled-in static trace hooks. It is enabled by default, but it uses a
lightweight mechanism to record trace data, so its impact on performance is minimal. Trace data is sent to
per-processor buffers and stays in memory until overwritten. There are commands to extract the traced data,
and you use the same tools as AlIX system-trace tools to display the traced data. Alternatively, you can
display it with the AlIX kdb command or extract it from a system dump.

Truss enables tracing of all system calls and, optionally, all library calls that are run by a specific process.
Thus, traced events are limited to system subroutine calls. Trace output consists of parameters that pass
into, and the values that return from, each system (and library) call. This is directly sent to standard error
mechanisms for that process. There are no systemwide buffers and no mechanism to save the trace data.

Component trace (CT) is a new facility that became available in AIX 5.3 TLO6. You can use the component
tracing facility as an additional filter on AlX system trace. You can also use it exclusively to provide in-
memory tracing. You can direct it to use either system-wide LMT buffers or component-specific buffers to
save the trace data. Its primary purpose, similar to LMT, is to collect FFDC data for debugging purposes.

POSIX trace AIX V6 implements the POSIX trace system in order to trace user applications. These facilities
allow a process to select a set of trace-event types to activate a trace stream of the selected trace events as
they occur in the flow of execution and also to retrieve the recorded trace events. Similar to system trace,
POSIX trace also depends on precompiled in-trace hooks in the application that is being instrumented.



AIX POSIX trace in AIX 6.1

With AIX V6.1, the process of managing AIX POSIX trace streams and events involves a daemon that is
named posixtrace. It is the only process the operating system has to implement. Because posixtrace
creates a trace stream for all processes and records all events, posixtrace belongs to the root user. The
posixtrace daemon runs as root.

1. The posixtrace daemon is started by the first library load through the associated library-
initialization routine mechanism. This mechanism is implemented through the -binitfini binder
option. Thus, the libposixtrace.a library is linked with the option -binitfini:posix_trace_libinit.

2. This posix_trace_libinit routine binds a dedicated socket to the file /var/adm/ras/.pxt_sock and
listens for a connection from the instrumented code that is linked with the libposixtrace.a library.

3. Another file, /var/adm/ras/.start_lock, is used as a lock file to prevent several starts of the
posixtrace daemon.

4. When the main daemon thread determines that no thread is left, it closes the socket, unlocks
and unlinks /var/adm/ras/.pxt_sock, and then exits.

AIX V6.1 dynamic tracing or ProbeVue

Another new tracing facility tool in AIX V6.1 is ProbeVue. It allows users to dynamically specify trace
points and also to dynamically provide the actions that should run at the specified trace points. The
tracing specifications are written in the VUE programming language, which is the primary interface for
the user to specify or control dynamic tracing on AlX. VUE shares several similarities with the C
programming language and shell script, but also has unique features.

ProvbeVue provides a complimentary tracing tool in addition to the AIX V6.1 static-tracing tools. You can
use ProbeVue for performance analysis as well as for debugging problems. It runs safely on production
systems and provides protection against errors in the instrumentation code. ProbeVue does not require
modification or recompilation of the user application that is to be traced.

With the ProbeVue dynamic-tracing facility, you can investigate a production system: ProbeVue captures
the execution data without installing dedicated instrumented versions of applications or the kernel that,
otherwise, would require you to interrupt the service for the application relaunch or server reboot.
Additionally, ProbeVue helps to find the root cause of troubles that happen only on long-running jobs
where unexpected accumulation of data, queue overflows and other defects in the application or kernel
are revealed only after many days or months of usage.

ProbeVue performs privileged operations that are restricted to privileged users. The correct authorization and
privileges level must be granted if such operations are triggered when running a VUE script. Only the root
user or users with aix.ras.probevue.manage authorization can update ProbeVue parameters and view
ProbeVue sessions. See the topic Privileged command database in the IBM Systems Information Center
(http://publib.boulder.ibm.com/infocenter/systems/index.jsp?topic=/com.ibm.aix.security/doc/security/rbac_pri
v_cmd_db.htm&tocNode=int_38195).



When you specify the probevue command with a vue script, the command enables the tracing that is
specified in the script and produces the tracing output. AIX V6.1 supports the following probe types:

e User-function tracing (UFT) probes for entry or exit of user-written function code

To set a probe to monitor entry into a function helloworld() for a process with PID 12345, use the
following probe:
@ouft:12345: *: hell oworl d:entry

e System-call entry and exit probes (or syscall probes)

To set a probe for a system call on entry and exit, use the following syntax:
@xyscal | : PID: SystentCal | Nane: [entry/exit]

e Probes that fire at specific-time intervals (or interval probes)

To fire every 100 milliseconds, use the following interval probe:
@ nterval : *:cl ock: 100

Figure 1 shows a very simple example of ProveVue usage.

#!/ usr/ bi n/ pr obevue

@OBEG N

{ /* block to be interpreted at the begi nning of the execution of the script */
int count;

int total;

count =0;

total = O;

}

@zyscal |l : *:open:entry /* trap entry to open systemcall for any process ID */ {
count ++;
t ot al ++;

}

@ nterval : *:cl ock: 1000 /* Probe
fired every 1000 milliseconds */

{
printf("Nunber of open systemsince the |ast count = %\n", count);
count =0;

}

@END /* Block executed when the script is terninated via Control-C */
{

}

printf("\'nTotal nunber of file opened = %\n",total);

Figure 1. Example of ProveVue

Figure 2 shows the output from the previous example.

# ./readcount.e

Number of open systemsince the last count = 0
Nurmber of open system since the [ast count = 15
Nurmber of open system since the last count = 2
Nurmber of open system since the last count = 0
Nurmber of open system since the last count = 10

~C
Total number of file opened = 27

Figure 2. ProveVue output
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Abstract


This white paper provides guidelines for developers and independent software vendors (ISVs) who are interested in using certain unique IBM POWER6 processor and IBM AIX 6 operating-system tools in their applications. The combination of AIX 6 and the POWER6 processor can put system performance and efficiency into a new realm. 


Introduction


When it comes to tools, an analogy between sculpture and software draws an easy comparison. An artist does not just start chipping away at a block of white marble with any old chisel. Precision tools are necessary to create a masterpiece. The same is true in the software world. For example, for a database application or a business-intelligence piece of software that resides on top of a customer-relationship management (CRM) application, as the complexity increases, the quality of tools must also increase to produce the desired results. Thus, it is critical to understand the nature of a tool before you pick one for your application.


The IBM® POWER6™ microprocessor introduces several key features. That is why the IBM AIX® Version 6.1 version of the operating system delivers some major functions and tools. This white paper provides details on some of the salient tools that are available in the performance, virtualization and software-development areas.


POWER6 microprocessor                                                                            


IBM has a long history of leveraging technology to build high-performance, reliable systems. In the past several years, IBM has increasingly applied this expertise to UNIX® servers and the AIX operating system. The IBM POWER6 processor-based IBM System p™ 570 model continues this heritage with industry-leading performance across a broad spectrum of industry-standard benchmarks. See the IBM System p 570 Web site that presents some of these performance details (ibm.com/systems/p/hardware/midrange/570m/perfdata.html). 


The POWER6 microprocessor is the IBM follow-on to the IBM POWER5™ processor. The POWER6 processor, which was released on June 8, 2007, has the following characteristics:


· Approximately 790 million transistors that are 341 mm² large and are fabricated on a 65 nm processor 


· 3.5, 4.2 and 4.7 GHz clock speed


· Dual-core processor 


· 128 KB of L1 cache (64 KB data and 64 KB instructions)


· Eight-way, set-associative design 


· Two-stage pipeline that supports two independent, 32-bit reads or one 64-bit write per cycle


· 4 MB semishared L2 cache for each core, where the cache is assigned to a specific core, but the other has fast access to it


· 32 MB large L3 cache that is shared by the two cores (the L3 cache is off die, using an 80 GBps bus) 


Each core has two integer units, two binary floating-point (BFP) units, and a decimal floating-point (DFP) unit, and is capable of two-way symmetric multithreading (SMT). The BFP unit incorporates many microarchitecture, logic, circuit, latch and integration techniques to achieve a 6-cycle, 13-FO4 pipeline. POWER6 has hardware support for decimal arithmetic and includes the first DFP unit that is integrated in silicon. More than 50 new floating-point instructions handle the decimal math and conversions between binary and decimal. 


There is an AltiVec (single instruction, multiple data, or SIMD) unit on the POWER6 processor, and the processor is fully compliant with the new POWER ISA v.2.03 specification. The POWER6 processor also takes advantage of Virtual Vector Architecture (ViVA-2), which enables the combination of several POWER6 nodes to act as a single vector processor. 


The POWER6 processor can connect to up to 31 other processors by using two internode links (50 GBps), and supports up to 1024 virtual partitions. The POWER6 processor comes in multiple chip modules (MCMs), as does the POWER5 processor, with up to four processor dies and associated external L3 cache on a single substrate. 


The POER6 processor supports the IBM AIX 5L™ 5.2 TL10, AIX 5L  5.3 TL06 and AIX V6.1 operating-system releases, as well as the Linux® operating-system distributions from Linux partners Red Hat and Novell. Renowned for their computing power, IBM System p models and workstations support user needs across a broad range of applications, including transaction processing, Web publishing, data mining, systems management and others. This family of 1- to 64-core IBM POWER™ processor-based systems is designed to provide leadership features for high performance, availability, scalability and dynamic-resource allocation. Unique IBM virtualization features allow users to process more information on a single server — creating the potential to save on the total cost of system ownership. 


System p products are designed for smaller and midsized businesses as well as large enterprises that are using UNIX platforms. These systems use AIX, which is the IBM open UNIX operating system, and also support thousands of Linux applications. System p models are powered by IBM leadership technology, including the POWER6 microprocessor, currently the world's fastest chip, which is built using IBM state-of-the-art 65-nanometer process technology. At 4.7 GHz, the dual-core POWER6 processor doubles the speed of the previous-generation POWER5 processor and uses nearly the same amount of electricity to run and cool it. This means that it is possible to use the new processor to either increase performance by 100 percent or cut power consumption virtually in half.


The POWER6 processor provides for hardware-partition migration, known as live partition migration (LPM), which is totally different from live application mobility (LAM), which is an AIX 6 feature. AIX V6.1 fully exploits the POWER6 processor. Some of the POWER6 processor features that AIX 6 delivers include kernel exploitation of Storage Keys and automatic page-size optimization.


AIX V6.1 runs on systems that are based on the IBM POWER4™ processor, the IBM PowerPC® 970 processor, the IBM POWER5 processor and the latest generation of POWER processor, POWER6. Most of the new features of AIX V6.1 are available on the earlier POWER platforms, but the greatest capability is delivered on systems that are based on the new POWER6 processors. The AIX operating system is designed for the IBM System p and IBM System i™ product lines, as well as IBM BladeCenter® blades that are based on IBM Power Architecture® technology and IBM IntelliStation® POWER workstations.


New AIX V6.1 features


AIX Version V6.1 is the next IBM generation of the well-proven, scalable, open standards-based UNIX® operating system. It includes a large set of new features for virtualization, security, availability and manageability — designed to make AIX 6 even more flexible, secure and available than previous versions. It is also built to fully leverage POWER6 technology and virtualization to help deliver superior performance, increase system usage and efficiency, provide for easy administration, and reduce total costs. See the following highlights of what is new in AIX Version 6.1. 


Enhanced virtualization features


Workload partitions: AIX 6 introduces a new, software-based, virtualization approach called workload partitions (WPARs) that complements the existing IBM systems’ logical partitions (LPARs) by reducing the number of operating-system images that system administrators must manage when consolidating workloads. WPARs enable the consolidation of multiple applications inside of a single running instance of AIX 6.


Adding WPARs to an operating-system instance provides a new level of system-virtualization capability. WPARs allow you to checkpoint and restart the execution of applications without modifying application code. WPAR technology is a software-based partitioning solution and has no dependency on any hardware features. The part of the AIX 6 operating system that hosts the WPARs is called the global environment.


An important feature of WPARs is their ability to be relocated from one LPAR to another LPAR, irrespective of  whether the LPAR is being located within the same physical server or not. For most applications, WPARs appear as a booted instance of the AIX operating system. There are two types of WPARs: system WPARs and application WPARs.


· A system WPAR has a dedicated, writable file system and can share global environments in /usr and /opt in read-only mode. A system WPAR is like a typical AIX operating-system environment.


· An application WPAR is reserved for an application or a group of applications that you can start by using only one command on an AIX command-line interface. Such a command is passed as an argument to the AIX wparexec command that, in turn, creates an application WPAR. An application WPAR cannot run system-services daemons, such as inetd. Also, it is not possible to remotely log in to an application WPAR.


You can separately administer each WPAR from other WPARs in the system, including separate security and root-level user processes. WPARs obtain a regulated portion of the system resources that are available to the instance of AIX 6 and share the AIX 6 resources, such as kernel and I/O resources.


Live application mobility: It is possible to move WPARs from one system to another without restarting the application or causing significant disruption to the application user. You enable this capability, called live application mobility (LAM), through a separately offered licensed-program product, IBM Workload Partitions Manager for AIX. (Note: This program product is discussed later in this white paper.) Both system WPARs and application WPARs are supported under LAM. LAM is available in POWER4, POWER5 and POWER6 processor-based systems. (Note: The POWER6 processor also provides a hardware-partition migration process that is known as live partition migration [LPM]. LPM is totally different from LAM, which is a software-based AIX 6 feature. This is discussed later in this white paper.)

Security features


Role-based access control: This provides improved security and manageability by allowing administrators to grant authorization for management of specific AIX resources to users other than root users — by associating those resources with a role that is then associated with a particular system user. You can also use role-based access control (RBAC) to associate specific management privileges with programs, which can reduce the need to run those programs either under the root user or through setuid.


Trusted AIX: This extends the AIX 6 security capabilities by integrating compartmentalized, multilevel security into the base operating system. You implement Trusted AIX as an installation option to meet critical government and private-industry security requirements.


Encrypting file system: The IBM Journaled File System Extended (JFS2) adds even greater data security with the ability to encrypt file-system data. You can select from a number of encryption algorithms. You can back up the encrypted data in encrypted format, reducing the risk of compromised data if the backup media is lost or stolen. The encrypting file system can even prevent the compromise of data to root-level users.


AIX Security Expert LDAP integration: AIX Security Expert was introduced with the Technology Level 5 update to the AIX V5.3 operating system, and provides clients with the capability to manage more than 300 system-security settings from a single interface. AIX Security Expert has been enhanced in AIX 6 with an option to store security templates directly in a Lightweight Directory Protocol (LDAP) directory — simplifying the implementation of a consistent security policy across an entire enterprise.


Secure by Default installation option: The AIX 6 installation process offers a new option, Secure by Default, that enables only the minimal number of system and network services to provide the maximum amount of security. Secure by Default works best when you use it in conjunction with AIX Security Expert to tightly control the security configuration of each system.


These security features are discussed in greater detail later in this white paper.


Availability and manageability features


Kernel support for Storage Keys: This AIX 6 feature brings mainframe-inspired reliability capabilities to the UNIX environment for the first time. Enabled by POWER6, Storage Keys reduce the number of intermittent outages associated with undetected memory overlays in the AIX kernel. Applications can also use the Storage Key feature to increase the reliability of large, complex programs that run under AIX 5.3 or AIX 6. 


Concurrent AIX kernel update: This feature provides a new capability to deliver some kernel updates as interim fixes that do not require a system reboot to be put into effect. This can reduce the number of unplanned outages that might otherwise be required to maintain a secure, reliable system. 


Dynamic tracing: AIX 6 provides a new dynamic-tracing capability to simplify the task of debugging complex system or application code. This facility is introduced through a new tracing command, probevue, that allows you to dynamically insert trace breakpoints in existing code without having to recompile the code. (Note: The ProbeVue facility is discussed in detail later in this white paper.)


Enhanced software first-failure data capture (FFDC): A key innovation to improve the reliability, availability and serviceability of AIX is the introduction of FFDC technology. This concept is borrowed from the mainframe world; it gathers diagnostic data about problems as they occur, dramatically reducing the need to recreate the problem (and impacting performance and availability) to generate diagnostic information.


Systems-management and enhanced virtualization tools


For managing and maintaining your operating-system configuration, AIX offers a number of choices, from the command line and menu-driven System Management Interface Tool (SMIT), to a variety of remote management solutions, such as IBM Systems Director Console for AIX (Console) and IBM Web-based System Manager. Workload Manager provides a policy-based approach to managing the use of resources by applications that run inside the AIX operating system. Workload Manager has been part of AIX since AIX V4.3.3. IBM Workload Partitions Manager for AIX is now available to facilitate management of WPARs.


IBM Systems Director Console for AIX


The Console is a new management interface that allows administrators to manage AIX V6.1 remotely through a browser. It provides responsive Web access to common systems-management tools, such as SMIT. The System Director Console for AIX is a highly scalable set of multihost tools and is included with AIX 6. It does not require any other Web server or other software.


IBM Web-based System Manager


IBM Web-based System Manager uses a management console that is capable of administering multiple AIX operating-system hosts from AIX, PC or Linux remote clients. The new plug-in architecture makes it easier to extend the application suite. In addition, Web-based System Manager supports dynamic monitoring of system events through its integration of Resource Monitoring and Control (RMC), which was developed for management of IBM UNIX systems. Starting with AIX V6.1, you can also access Web-based System Manager through IBM Systems Director Console for AIX. 


Workload Manager


Workload Manager helps you manage multiple applications, workloads and resources by allowing you to control the amount of resources, such as processor capacity or memory, that an application can use. In AIX V6.1, Workload Manager is the primary infrastructure for regulating the use of resources for WPARs. When used in conjunction with Workload Manager, WPARs enable you to easily consolidate multiple workloads in a single AIX instance. Workload Manager also allows you to enforce business priorities on your workloads to help ensure that the resource requirements of less-critical jobs in the system do not have an impact on the performance of critical applications. You can easily apply individually tailored resource-allocation profiles, which allows you to spend less time on routing workload tasks.


IBM Workload Partitions Manager for AIX


With the addition of WPARs in AIX V6.1, a new licensed program product, IBM Workload Partitions Manager for AIX, facilitates management of WPARs on multiple systems. You can create, clone, start, stop and monitor WPARs on multiple systems from a single interface. Workload Partitions Manager also enables live application mobility, which allows you to move a WPAR from one system to another without restarting the application. LAM help reduce application downtime, improves workload balancing across systems, and provides energy savings by moving workloads from an underused system and then shutting it down.


Performance tools


This section presents the most popular features and new tools that are available for AIX V6.1. These tools allow you to get the most out of your System p platform and help you control, monitor and diagnose application performance. They also help you improve the reliability and availability of your system.


AIX tracing tools overview


AIX V6.1 includes several tracing facilities.


AIX system trace is the main trace facility on AIX; it is designed for tracing inside the kernel and kernel extensions. However, this facility also supports user-defined tracing in application code. It is based on compiled-in static-trace hooks and is only enabled when needed. By default, all trace hooks are enabled when tracing is turned on. However, there are options to enable only a set of trace hooks or to disable some specific trace hooks. Both user and kernel tracing share the same system buffers. So, the application-level trace data is copied to the system buffer.


Lightweight memory trace (LMT) allows you to trace only key AIX kernel events and is not available in user mode. LMT is also based on compiled-in static trace hooks. It is enabled by default, but it uses a lightweight mechanism to record trace data, so its impact on performance is minimal. Trace data is sent to per-processor buffers and stays in memory until overwritten. There are commands to extract the traced data, and you use the same tools as AIX system-trace tools to display the traced data. Alternatively, you can display it with the AIX kdb command or extract it from a system dump.


Truss enables tracing of all system calls and, optionally, all library calls that are run by a specific process. Thus, traced events are limited to system subroutine calls. Trace output consists of parameters that pass into, and the values that return from, each system (and library) call. This is directly sent to standard error mechanisms for that process. There are no systemwide buffers and no mechanism to save the trace data.


Component trace (CT) is a new facility that became available in AIX 5.3 TL06. You can use the component tracing facility as an additional filter on AIX system trace. You can also use it exclusively to provide in-memory tracing. You can direct it to use either system-wide LMT buffers or component-specific buffers to save the trace data. Its primary purpose, similar to LMT, is to collect FFDC data for debugging purposes.


POSIX trace AIX V6 implements the POSIX trace system in order to trace user applications. These facilities allow a process to select a set of trace-event types to activate a trace stream of the selected trace events as they occur in the flow of execution and also to retrieve the recorded trace events. Similar to system trace, POSIX trace also depends on precompiled in-trace hooks in the application that is being instrumented.


AIX POSIX trace in AIX 6.1


With AIX V6.1, the process of managing AIX POSIX trace streams and events involves a daemon that is named posixtrace. It is the only process the operating system has to implement. Because posixtrace creates a trace stream for all processes and records all events, posixtrace belongs to the root user. The posixtrace daemon runs as root. 


1. The posixtrace daemon is started by the first library load through the associated library-initialization routine mechanism. This mechanism is implemented through the -binitfini binder option. Thus, the libposixtrace.a library is linked with the option -binitfini:posix_trace_libinit.


2. This posix_trace_libinit routine binds a dedicated socket to the file /var/adm/ras/.pxt_sock and listens for a connection from the instrumented code that is linked with the libposixtrace.a library.


3. Another file, /var/adm/ras/.start_lock, is used as a lock file to prevent several starts of the posixtrace daemon. 


4. When the main daemon thread determines that no thread is left, it closes the socket, unlocks and unlinks /var/adm/ras/.pxt_sock, and then exits.


AIX V6.1 dynamic tracing or ProbeVue


Another new tracing facility tool in AIX V6.1 is ProbeVue. It allows users to dynamically specify trace points and also to dynamically provide the actions that should run at the specified trace points. The tracing specifications are written in the VUE programming language, which is the primary interface for the user to specify or control dynamic tracing on AIX. VUE shares several similarities with the C programming language and shell script, but also has unique features.


ProvbeVue provides a complimentary tracing tool in addition to the AIX V6.1 static-tracing tools. You can use ProbeVue for performance analysis as well as for debugging problems. It runs safely on production systems and provides protection against errors in the instrumentation code. ProbeVue does not require modification or recompilation of the user application that is to be traced. 

With the ProbeVue dynamic-tracing facility, you can investigate a production system: ProbeVue captures the execution data without installing dedicated instrumented versions of applications or the kernel that, otherwise, would require you to interrupt the service for the application relaunch or server reboot. Additionally, ProbeVue helps to find the root cause of troubles that happen only on long-running jobs where unexpected accumulation of data, queue overflows and other defects in the application or kernel are revealed only after many days or months of usage.


ProbeVue performs privileged operations that are restricted to privileged users. The correct authorization and privileges level must be granted if such operations are triggered when running a VUE script. Only the root user or users with aix.ras.probevue.manage authorization can update ProbeVue parameters and view ProbeVue sessions. See the topic Privileged command database in the IBM Systems Information Center (http://publib.boulder.ibm.com/infocenter/systems/index.jsp?topic=/com.ibm.aix.security/doc/security/rbac_priv_cmd_db.htm&tocNode=int_38195).

When you specify the probevue command with a vue script, the command enables the tracing that is specified in the script and produces the tracing output. AIX V6.1 supports the following probe types:


· User-function tracing (UFT) probes for entry or exit of user-written function code


To set a probe to monitor entry into a function helloworld() for a process with PID 12345, use the following probe:


@@uft:12345:*:helloworld:entry


· System-call entry and exit probes (or syscall probes)


To set a probe for a system call on entry and exit, use the following syntax:


@@syscall:PID:SystemCallName:[entry/exit]


· Probes that fire at specific-time intervals (or interval probes)


To fire every 100 milliseconds, use the following interval probe:


@@interval:*:clock:100


Figure 1 shows a very simple example of ProveVue usage.

#!/usr/bin/probevue                


@@BEGIN


{ /* block to be interpreted at the beginning of the execution of the script */


int count;


int total;


count =0;


total = 0;


}


@@syscall:*:open:entry    /* trap entry to open system call for any process ID */ {


   count++;                  


   total++;


}


@@interval:*:clock:1000
/* Probe fired every 1000 milliseconds */


{


   printf("Number of open system since the last count = %d\n", count);


   count=0;


}


@@END  /* Block executed when the script is terminated via Control-C */


{


    printf("\nTotal number of file opened = %d\n",total);


}


Figure 1. Example of ProveVue

Figure 2 shows the output from the previous example.


# ./readcount.e


Number of open system since the last count = 0


Number of open system since the last count = 15


Number of open system since the last count = 2


Number of open system since the last count = 0


Number of open system since the last count = 10


^C


Total number of file opened = 27


Figure 2. ProveVue output

The AIX probevctrl command changes and displays probevue dynamic-tracing parameters, per-processor-trace buffer size, consumed pinned memory, user owning the session, identifier of the process that started the session, and details on whether the session has kernel probes for ProbeVue. (Note: See the ProbeVue User Guide, found in the local /usr/lpp/bos.sysmgt/probevue.README.txt file that is located on an AIX V6.1 system where ProbeVue is installed.) The following probevue parameters are configurable: 


· ProbeVue status (enabled or disabled)


· Maximum pinned memory (MB) allocated for all ProbeVue sessions


· Maximum pinned memory (KB) allocated for a nonprivileged users’ ProbeVue sessions, including memory for trace buffers


· Number of concurrent ProbeVue sessions allowed for a regular user


· Default size of the per-processor trace buffers (KB)


· Minimum period (ms) that a regular user can request the trace consumer to read its trace buffers


· The default period (ms) that the ProbeVue buffers are read by the trace consumer


· The size of the per-processor computation stack that is used by a ProbeVue session (KB)


AIX profiling tools

AIX V6.1 offers a large selection of profiling tools to identify which portions of the program run most frequently or where most of the time is spent. Typically, you use these profiling tools after a processor bottleneck is indicated through a basic tool, such as the AIX vmstat or iostat commands or the AIX time or timex timing commands. The following list shows the profiling tools that you can use:


· X-Windows Performance Profiler (Xprofiler)

· The AIX prof and gprof commands

· The AIX tprof command

Here is a brief overview of these tools and what they can help you do to enhance application performance.


gprof and prof


The gprof command produces an execution profile of C, PASCAL, FORTRAN or COBOL programs and includes statistics of called subroutines in the profile of the calling program. The gprof command helps you identify how a program consumes processor resources. It is roughly a superset of the prof command, giving more information and providing greater visibility to active sections of code. (Note: You must compile the application‘s source code by using the -pg option, so that it can be used in conjunction with gprof.) The gprof command generates two useful reports:


· The call-graph profile shows the routines in descending order by processor time, and also shows their descendants. The profile permits you to understand which parent routines call to a particular routine most frequently and which child routines are called by a particular routine most frequently.


· The flat profile of processor usage shows the usage by routine and number of calls, similar to the prof output.


If the program you want to monitor uses a fork() system call, be aware that, by default, the parent and child create the same file, gmon.out. To avoid this problem, use the GPROF environment variable. You can also use the GPROF environment variable to profile multithreaded applications.

Xprofiler


Xprofiler produces similar reports to the gprof command. You can use it to generate Flat Profile, Call Graph Profile and Function Index reports. However, unlike gprof, Xprofiler provides a GUI and can generate a graphical display of your application's performance, as opposed to a text-based report. Xprofiler also lets you profile your application at the source-statement level.


From the Xprofiler GUI, you can use all the same command-line flags as gprof, as well as some additional flags that are unique to Xprofiler. You can also view the included functions and allow source-statement profiling if you compile your application with the –g flag.


You can view the complete details of the Xprofiler command in AIX Version V6.1 Performance Tools Guide and Reference: X-Windows Performance Profiler (Xprofiler) at the following link: (http://publib.boulder.ibm.com/infocenter/pseries/v6r1/index.jsp?topic=/com.ibm.aix.prftools/doc/prftools/prftools02.htm).


tprof


The tprof command is a versatile profiler that provides a detailed profile of processor usage by every process ID and name. It further profiles at the application level, routine level, and even to the source-statement level. It provides both a global and detailed view. In addition, the tprof command can profile kernel extensions, stripped executable programs, and stripped libraries. It does subroutine-level profiling for most executable programs on which the stripnm command produces a symbols table. The tprof command can profile programs that are produced by any of the following compilers:


· C


· C++


· FORTRAN


· Java™


The tprof command only profiles processor activity. It does not profile other system resources, such as memory or disks. You can use time- or event-based profiling with the tprof command. 


Time-based profiling is the default profiling mode and is triggered by the decrementer interrupt every 10 milliseconds. With time-based profiling, the tprof command cannot determine the address of a routine when interrupts are disabled. Although interrupts are disabled, all ticks are charged to the unlock_enable() routines.


Event-based profiling is triggered by any one of the software-based events or any Performance Monitor event that occurs on the processor. The primary advantages of event-based profiling, as compared to time-based profiling, include the following benefits: Routine addresses are visible when interrupts are disabled; and there is the capability to vary the profiling event and the sampling frequency.


With event-based profiling, ticks that occur while interrupts are disabled are charged to the proper routines. Also, you can select the profiling event and sampling frequency. The profiling event determines the trigger for the interrupt. The sampling frequency decides how often the interrupt occurs. After a specified number of profiling events, an interrupt is generated and the running instruction is recorded.


The tprof command uses the system trace facility. Because the trace facility can only be run by one user at a time, you can only run one tprof command at a time. You can obtain the raw data for the tprof command through the trace facility. 


For more information about the trace facility, consult AIX Commands Reference, Volume 5 (http://publib16.boulder.ibm.com/cgi-bin/ds_rslt#1, click Reference Documentation). You can view the complete details of the tprof command in AIX Version 6.1 Commands Reference (http://publib.boulder.ibm.com/infocenter/systems/index.jsp?topic=/com.ibm.aix.cmds/doc/aixcmds1/About.htm).


The following example shows how to collect a CPU-tick profile of a program by using the tprof command. Running the following command produces the helloworld.prof file in the current directory:


# tprof -z -u -p helloworld -x helloworld


The helloworld.prof file reports how many CPU ticks there are for each program that ran on the system while the helloworld program was running.


Figure 3 shows an example of what the helloworld.prof file contains:


          Process            Freq    Total   Kernel     User   Shared    Other


          =======            ====    =====   ======     ====   ======    =====


             wait               4     5810     5810        0        0        0


       ./helloworld             1     1672       35     1637        0        0


   /usr/bin/tprof               2       15       13        0        2        0


       /etc/syncd               1        2        2        0        0        0


      /usr/bin/sh               2        2        2        0        0        0


          swapper               1        1        1        0        0        0


 /usr/bin/trcstop               1        1        1        0        0        0


             rmcd               1        1        1        0        0        0


          =======             ===    =====   ======     ====   ======    =====


            Total              13     7504     5865     1637        2        0


           Process      PID      TID    Total   Kernel     User   Shared    Other


          =======      ===      ===    =====   ======     ====   ======    =====


             wait    16392    16393     1874     1874        0        0        0


             wait    12294    12295     1873     1873        0        0        0


             wait    20490    20491     1860     1860        0        0        0


       ./helloworld 245974   606263     1672       35     1637        0        0


             wait     8196     8197      203      203        0        0        0


   /usr/bin/tprof   291002   643291       13       13        0        0        0


   /usr/bin/tprof   274580   610467        2        0        0        2        0


       /etc/syncd    73824   110691        2        2        0        0        0


      /usr/bin/sh   245974   606263        1        1        0        0        0


      /usr/bin/sh   245976   606265        1        1        0        0        0


 /usr/bin/trcstop   245976   606263        1        1        0        0        0


          swapper        0        3        1        1        0        0        0


             rmcd   155876   348337        1        1        0        0        0


          =======      ===      ===    =====   ======     ====   ======    =====


            Total                       7504     5865     1637        2        0


      Total Samples = 7504       Total Elapsed Time = 18.76s


   Profile: ./helloworld


   Total Ticks For All Processes (./helloworld) = 1637


           Subroutine   Ticks     %        Source   Address  Bytes


        =============  ======  ======     =======   =======  =====


                .main    1637   21.82  helloworld.c       350    536


   Profile: ./helloworld


   Total Ticks For ./helloworld[245974] (./helloworld) = 1637


           Subroutine   Ticks     %        Source   Address  Bytes


        =============  ======  ======     =======   =======  =====


                .main    1637   21.82  helloworld.c       350    536


Figure 3. Example of the helloworld.prof file


The first section of the report summarizes the results by program, regardless of the process ID (PID). It shows the number of different processes, or Freq, that ran each program at some point.


The second section of the report displays the number of ticks consumed by, or on behalf of, each process. In this example, the helloworld program used 1637 ticks itself and 35 ticks occurred in the kernel on behalf of the helloworld process.


The third section breaks down the user ticks that are associated with the profiling of the executable program. It reports the number of ticks used by each function in the executable program and the percentage of the total run's CPU ticks (7504) that each function's ticks represent. Because the system's processors were usually idle, most of the 7504 ticks are idle ticks.


To see what percentage of the busy time this program took, subtract the wait thread's CPU ticks, which are the idle CPU ticks, from the total and then divide the difference from the total number of ticks:


Total number of ticks / (Total - Idle CPU ticks) = % busy time of program


1637 / (7504 - 5810) = 1637 / 1694 = 0.97    


Therefore, the percentage of system-busy ticks is 97 percent.


As the root user, you can tune the sampling frequency with the following raso tunables:


· tprof_cyc_mult

· tprof_evt_mult

· tprof_inst_threshold

For example, for events that are based on processor cycles, setting the tprof_cyc_mult tunable to 50 and specifying the -f flag as 100 is equivalent to specifying a sampling frequency of 100/50 milliseconds.


You can perform offline processing of trace files with the tprof command, but you must specify file names with a rootstring name. Also, certain suffixes are required for the input files that the tprof command uses. For example, the trace binary file must end in .trc. Also, you need to collect the gensyms command output and put it in a file called rootstring.symse.


If you name the rootstring file trace1, to collect a trace, you can use the trace command with all of the hooks or at least the hooks shown in Figure 4:


# trace -af -M -T 1000000 -L 10000000 -o trace1.trc -j tprof


# workload


# trcoff


# gensyms > trace1.syms


# trcstop


# trcrpt -r trace1 -k -u -s -z


Figure 4. trace command that uses all the hooks


To ensure that the trace file contains sufficient information to be post-processed by tprof, the trace command line must include the -M and -j tprof flags.


Hardware-performance monitors


POWER processors have extra hardware components to count specific performance metrics that relate to the processor. These hardware counters are nonintrusive, very accurate and are specific for each processor generation. They allow you to track information such as the number of misses on all cache levels, the number of floating-point instructions run, or the number of load instructions that cause TLB misses.


AIX provides a suite of performance-related tools and libraries to assist in application tuning by gathering these low-level metrics and computing the breakdown of cycles per instruction (CPI). The following two main components deal with the hardware-performance counters:


· Performance Monitor (PM) provides service to access and read the hardware counters. It also provides contexts to associate the metrics that are collected for processes and threads, in addition to the metrics for all activities on a given processor. The PM consists of three AIX commands:


· pmctl controls the state of the PM API subsystem and the hardware events to be profiled


· pmcycles returns the processor-clock and decrementer speeds


· pmlist lists details on supported processors, associated events, event groups and sets, and derived metrics.


Documentation for these commands is located in the /usr/pmapi/tools directory. You can also display this documentation by using the –h flag.


· Hardware Performance Monitor (HPM) collects timing information and a subset of the hardware-performance counters data that is reported by PM.  HPM consists of two AIX commands or tools:


· hpmcount starts an application and, at the end of the execution, provides wall-clock time, hardware-performance counters and derived hardware metrics, as well as statistics on resource usage.


· hpmstat collects information on system-level hardware-performance counters.


An instrumentation library is also available for applications that need to access and gather hardware-counter information themselves.


AIX V6.1 acquires accurate-timing information. HPM now relies on a libpmapi call, wherein timing information is returned in the timebasestruct_t subroutine with nanosecond granularity. This new call also has fewer performance restrictions. In previous versions, HPM used the gettimeofday() method with microsecond granularity.


Also with AIX V6.1, the trace system of the PMAPI library pmsvcs is now implemented with the AIX Component Trace system in standard mode. In previous AIX versions, the trace system is activated at compilation time by setting the DEBUG flag and is implemented through a collection of printf() instructions.


One drawback of the previous PMAPI trace system is that, when trace system is compiled, information is output using the printf() routine, which involves processor resource. The goal 01of software instrumentation is to minimize its resource usage, because it is not possible to eliminate the necessary tooling. With these enhanced PMAPI and HPM toolkits, performance is as close as possible to the current instrumented software.


One additional benefit of this enhancement is that it avoids recompiling software to switch the PMAPI trace system on or off. The ctctrl command is now able to switch the PMAPI trace system on or off.


AIX V6.1 also introduces new flags for the hpmcount and hpmstat tools:


· You can use the option (-b time | purr | spurr) to select a timebase normalization for time-collected data that is based on the purr register or spurr register (when available), depending on processor type. By default, hpmcount and hpmstat both report the time-counter base on the timebase register as in the previous AIX versions. You can also control this through the shell variable HPM_NORMALIZE to switch from timebase to purr or spurr normalization.


· You can use the –x option to allow the hmcount and hpmstat commands to produce results in XML format. The XML output-file format allows postprocessing by the Visual Performance Analyzer (VPA), which is discussed in the following section of this white paper.


For more information about the Performance Monitoring API enhancements, such as the PMAPI subroutines description, review AIX Version 6.1 Performance Tools Guide and Reference, SC23-5254 (http://publib.boulder.ibm.com/infocenter/pseries/v6r1/index.jsp?topic=/com.ibm.aix.prftools/doc/prftools/prftools02.htm).


Visual Performance Analyzer


The following tool is not directly available with AIX V6.1, However, it does leverage profiling and performance tools from AIX, such as tprof and hpmcount, and it provides a GUI alternative to their respective text-based interfaces.


Visual Performance Analyzer (VPA) is an Eclipse-based performance-visualization toolkit that has a variety of components and plug-ins, including the following: 


· Profile Analyzer provides a powerful set of graphical and text-based views that allow users to narrow performance problems to a particular process, thread, module, symbol, offset, instruction or source line. It also supports time-based system profiles from tprof. Similar to Xprofile, Profiler Analyzer parses system profiles into an internal-profiling data model that supports the profile hierarchy, offset locations, tick counts, CPU-counter data, source-line information and disassembly.


· Code Analyzer examines executable files and displays detailed information about functions, basic blocks and assembly instructions. It is built on top of FDPR-Pro (Feedback Directed Program Restructuring) technology and allows you to add FDPR-Pro and tprof profile information. Code Analyzer shows statistics, navigates disassembled instructions and shows performance comments and instruction-grouping information. It also maps instructions back to the source code. 


· Counter Analyzer accepts hardware-performance data from hpmcount. The data is provided as XML and is parsed by this plug-in to allow visualization and analysis through CPI breakdown models. You can save the data in the embedded database for later viewing, or you can export the data to a CSV file for inclusion in a spreadsheet. The CPI breakdown allows the user to view where the workload spends its processing cycles. 


This toolkit runs on Microsoft® Windows®, AIX and Linux. For further details, see Visual Performance Analyzer: An Eclipse-based visual performance toolkit (www.alphaworks.ibm.com/tech/vpa).

svmon tool enhancement


The svmon command uses a single character qualifier (s, m, L or S) to represent the segment-page size (respectively, 4 KB, 64 KB, 16 MB and 16 GB). Starting with AIX V6.1, the svmon command supports dynamic variable-page sizes with the use of two characters to represent the minimum and maximum page-size attributes for each segment.


Figure 5 shows the svmon -P output for mixed page sizes (4 KB and 64 KB) in a memory segment for the init process.


# svmon -P 1


-------------------------------------------------------------------------------


     Pid Command          Inuse      Pin     Pgsp  Virtual 64-bit Mthrd  16MB


       1 init             18966     7944        0    18948      N     N     N


     PageSize      Inuse        Pin       Pgsp    Virtual


     s   4 KB      12102       7944          0      12084


     m  64 KB        429          0          0        429


    Vsid      Esid Type Description              PSize  Inuse   Pin Pgsp Virtual


       0         0 work kernel segment               s  11934  7941    0 11934 


   6f0ad         d work shared library text          m    429     0    0   429 


   18001         2 work process private             sm     93     3    0    93 


   f801d         f work shared library data         sm     57     0    0    57 


   c801b         1 clnt code,/dev/hd2:540            s     10     0    -     - 


    8143         - clnt /dev/hd4:1645                s      8     0    -     -


Figure 5. svmon -P output for mixed page sizes


The svmon –l flag displays separate statistics for every page size in a mixed page-size segment.


AIX V6.1 also introduces a new vmo tunable setting, vmm_default_pspa, and extends the existing setting, vmm_mpsize_support, to support the new variable page-size feature.


· vmm_default_pspa: Some applications perform better with a larger page size, even when the maximum page-size (64 KB) region is not fully referenced. You can use The vmo tunable page-size promotion-aggressiveness factor (PSPA) to alter the requirement that all allocated 4 KB  pages must contain data before they are promoted to the larger page size.


· vmm_mpsize_support: This tunable setting toggles the AIX multiple page-size support for the extra page sizes that are provided by IBM POWER5+™ and later systems. The new value of 2 is introduced to support dynamic variable-page sizes. The default value in AIX V6.1 is 2.


Kernel support for POWER6 Storage Keys


Storage-Protection Keys and their support by the AIX kernel are new capabilities that POWER6 processors and AIX V6.1 introduce. Storage Keys provide a context-sensitive, storage-protection mechanism for virtual-memory pages. Software might use keys to protect multiple classes of data individually and to control access to data on a per-context basis. This differs from the older page-protection mechanism, which is global in nature. This is can be extremely useful to increase the reliability of large, complex applications that run under the AIX V5.3 or AIX V6.1 releases.


Storage Keys are available in both kernel-mode and user-mode application binary interfaces (ABIs). In kernel-mode ABIs, Storage Key support is known as kernel keys. In user-space ABIs, Storage Keys are called user keys. A kernel extension might have to concern itself with both types of keys.


A memory-protection domain generally uses multiple Storage-Protection Keys to achieve additional protection. AIX V6.1 divides the system into four memory-protection domains: 


· Kernel public: This data is available without restriction to the kernel and its extensions, such as stack, bss, data and areas that are allocated from the kernel or pinned-storage heaps.


· Kernel private: This data is largely private within the AIX kernel proper, such as the structures representing a process.


· Kernel extension: This data is used primarily by kernel extensions, such as file system buf structures.


· User: The data in an application’s address space might use key protection to control access to its own data.


One purpose of the various domains, except for kernel public, is to protect data in a domain from coding accidents in another domain. To a limited extent, you can also protect data within a domain from other subcomponents of that domain. Storage-Protection Keys are not meant to be used as a security mechanism. Keys are used that follow a set of voluntary protocols by which cooperating subsystem designers can better detect, and subsequently repair, programming errors.


User-protect keys can protect pages in the following regions:


· Data region


· Default stack region


· Regions that have been assigned by using mmap()


· Shared memory that is attached with the shmat() subroutine (except as shown next)


The following categories of pages cannot use protected keys: 


· Files that have been attached by using the shmat() subroutine, as well as pinned, shared memory pages


· Large (nonpageable) pages


· Program text


· Low memory-shared, read-only pages with the kernel


The dbx command adds limited support for protected keys. 


When debugging a running program, consider the following points:


· The ukeyset subcommand displays the active keyset.


· The ukeyvalue subcommand displays the protect key that is associated with a given memory location.


When debugging a core file, the ukeyexcept subcommand reports the active keyset, effective address of the key exception, and the Storage Key that is involved.


You can find more resources on Storage Keys, especially the following pointers: Key-enabling kernel extensions for the IBM AIX Version 6.1 operating system (ibm.com/developerworks/aix/library/au-keykernext/index.html) and Storage Protection Keys on AIX V5.3 (ftp://ftp.software.ibm.com/common/ssi/rep_wh/n/PSW03013USEN/PSW03013USEN.PDF).

System-tunable configuration tools


The default tuning parameters for AIX V6.1 are changed to provide better performance for most applications. In many cases, administrators can get good application performance without needing to make tuning changes. AIX V6.1 introduces some differences when handling some of the most popular configurable tunables through vmo, ioo, no, schedo and nfso. The following sections present the most notable changes.


Unique tunable documentation


Because so many tunables are available, there is a growing need to adjust the tunables default values and ranges, and to add new tunables as platform complexity evolves. The static nature of the corresponding system documentation and tunables help messages is harder to manage effectively. The help message for the tuning commands now contains the complete tunables description and all allowable settings. Thus, a full list of system-tunable parameters and usage details is no longer available at the level of AIX documentation or man pages. You can display the tunable description message for the six tuning commands (vmo, ioo, schedo, raso, no and nfso) with the new -h <tunable> option. The example in Figure 6 shows this message:


# vmo -h lru_file_repage


Help for tunable lru_file_repage:


Purpose:


Specifies whether the repaging rate will be considered in determining


whether to steal file or computational pages.


Values:


Default: 0


Range: 0, 1


Figure 6. Tunable description message

Restricted tunables


Since AIX 5.3, six tuning commands (vmo, ioo, schedo, raso, no and nfso) have a unified behavior and syntax. Beginning with AIX V6.1, some tunables are now classified as restricted-use tunables. They exist and must be modified primarily for specialized intervention by development and support teams. As these parameters are not recommended for user modification, they are no longer displayed by default but only with the -F option (force) on the command. Thus, in SMIT and Web-based System Manager, by default, there is no visibility. System administrators should not modify restricted tunables. Only the IBM AIX development-support team is authorized to modify the AIX restricted tunables.


WPAR restrictions


Table 1 shows the commands to alter system tunables that are unsupported or behave differently in a WPAR environment. Details on these changes are explained later in this white paper.


		Command


		Behavior in WPAR



		ioo

		Does not function in a WPAR



		no 

		All flags except –a : Fails with an error message ; –a flags: No change in behavior



		nfso

		Has read-only functionality in a WPAR



		schedo

		Does not function in a WPAR



		vmo

		Does not function in a WPAR





Table 1. Commands that are not supported or have different behaviors in WPAR environments


Development-environment tools 


Discussing AIX V6.1 tools without presenting the development tools is an incomplete effort. AIX V6.1 ships with the latest run time of the IBM XL C/C++ V9.0 compiler. This section provides an overview of this compiler and the latest graphical IBM Debugger for AIX V6.1. 


What is new in XL C/C++ V9.0


IBM XL C/C++ Enterprise Edition for AIX V9.0 is an advanced, high-performance compiler that you can use for developing complex, computationally intensive programs for AIX 5L for POWER V5.2 and V5.3 and later AIX releases. 


XL C/C++, together with XL C and XL FORTRAN, comprise the family of XL compilers. These compilers are derived from a common code base that shares compiler function and optimization technologies on a variety of platforms and programming languages, such as IBM AIX, IBM i5/OS®, IBM z/OS® and IBM z/VM® operating systems, as well as selected Linux distributions. The common code base, along with compliance with international programming-language standards, helps support consistent compiler performance and ease-of-portability across multiple operating systems and hardware platforms.


This section presents some of the key new features in the XL C/C++ V9.0 compiler, with a focus on support for the POWER6 processor and how to benefit from the Power Architecture technology’s potential.


The new features and enhancements in XL C/C++ Enterprise Edition for AIX V9.0 fall into four categories:


· Performance and optimization


· Conformance to industry standard


· Ease of use


· New compiler options


Performance and optimization


The XL C/C++ compiler provides a large set of optimization options and is the best compiler to fully leverage the latest generation of IBM hardware. On POWER processor-based servers, applications that are compiled with XL C/C++, in many cases, show significant performance improvements as compared to those compiled with the GNU C/C++ compilers.


The XL compiler provides the following major optimization functions:


· Five optimization levels with multiple related options or suboptions


· Machine-dependent optimization, including POWER6 support


· Interprocedural analysis (IPA) and inlining 


· Profile-directed feedback (PDF) optimization


· Pragmas, directives and intrinsic functions that are dedicated to performance


· OpenMP and autoparallelization capabilities


Some optimization options are not always beneficial, depending on the nature of the applications that are being compiled and optimized. Also, increasing the level of optimization usually comes with an increase in compile time and limits debugging capabilities.


Language standards compliance


The XL C/C++ V9.0 compiler supports the following programming-language specifications for C/C++: 


· ISO/IEC 9899:1999 (C99) 


· ISO/IEC 9899:1990 (referred to as C89)


· ISO/IEC 14882:2003 (referred to as Standard C++) 


· ISO/IEC 14882:1998, the first official specification of the language (referred to as C++98)


In addition to the standardized language levels, XL C/C++ supports language extensions, including:


· OpenMP V2.5 extensions to support portable parallelized programming 


· Language extensions to support vector programming 


· A subset of GNU C and C++ language extensions


XL C/C++ V9.0 supports numerous extensions to the C++ language, as defined by the Draft Technical Report on C++ Library Extensions (TR1).


Compiler support for decimal floating-point language extensions


Decimal floating-point (DFP) arithmetic offers greater computational performance and precision in business and financial applications where numeric data I/O is usually performed in decimal form. This avoids data conversions between decimal and BFP type. It also avoids inherent rounding errors that accumulate during data conversions. XL C/C++ V9.0 adds support for DFP arithmetic with the following new compiler options (see Table 2).


		Option/directive

		Description



		-qdfp|-qnodfp

		Specifying -qdfp enables compiler support for DFP data types and literals. If you specify -qdfp on a system that does not support DFP computation, the compiler assumes -qfloat=dfpemulate and enables software emulation of DFP computations.



		-qfloat= dfpemulate|nodfpemulate

		Specifying -qfloat=dfpemulate instructs the compiler to use software emulation when handling DFP computations.





Table 2. New compiler options for DFP

Note: Compiler support for DFP operations requires AIX 5L for POWER version 5.3 with the 5300-06 Technology Level, or later AIX releases. 


For more information about the IBM C/C++ V9.0 compiler, see the article entitled Understanding IBM XL C/C++ V9.0 for AIX (www-304.ibm.com/jct09002c/partnerworld/wps/servlet/ContentHandler/RVAL-739QXS).

IBM Debugger V6.0 for AIX


IBM Debugger for AIX V6.1 is a graphical application debugger that is capable of debugging programs that are written in numerous programming languages and running on a variety of operating systems. The debugger uses a client-server model with a common user interface (UI) that is based on the Eclipse framework, which controls local or remote debugger engines. 


The XL C/C++ 9.0 compiler ships now with the IBM Debugger for AIX (V6.0). This new version not only improves the general stability and performance of the debugger, but also provides new functions: 

· Support to debug applications using thread-local storage (TLS)


· Improved diagnostics to detect when source files are newer than the binaries that are being debugged; or the binary that is being debugged is newer than the core file


· Support for simple function calls as part of the expression evaluation


· Support for the show_self() method (similar to the support in xldb)


IBM Debugger for AIX V6.0 also contains support for POWER6 technologies, including the following functions:

· Handling new registers that are unique to POWER6


· Ability to debug new POWER6 machine instructions


· Support for DFP


Coupled with the power and flexibility of the GUI and remote debugging capabilities of the IBM debugger, these new features help you find and resolve problems quickly and easily.


By default, the Distributed Debugger is installed in the /usr/idebug directory. You can start it by invoking idebug on the command line.


For more information, see the IBM Distributed Debugger for AIX (http://publib.boulder.ibm.com/infocenter/comphelp/v9v111/index.jsp, click IBM Debugger).


Core dump enhancement


AIX V6.1 changes the user ID (UID) and group ID (GID) authorization requirements for core-dump file creation to provide the dump capability for system-unique identifier (SUID) and SGID processes. The enhancement in the AIX V6.1 core-dump authorization framework is designed to balance serviceability with security concerns.


Virtualization tools


With AIX V6.1, IBM introduces WPARs, to further strengthen its virtualization leadership in the UNIX space. WPARs carve a single instance of the AIX operating system into multiple virtual instances, allowing for separate virtual partitions. This capability allows administrators to deploy multiple AIX environments without the overhead of managing individual AIX images. This breakthrough technology is of immense use at data centers and locations that manage multiple AIX instances.


A WPAR is a virtualized operating-system environment within an AIX instance. This single instance of AIX is known as the global environment and is really no different from a standalone instance of the operating system. The global environment can be hosted within an LPAR, which can consist of either dedicated or shared processors, and virtual and physical I/O. The global environment owns all system resources (processor, memory and I/O). From the global environment, you can create multiple WPARs — with 8192 being the theoretical maximum. Each WPAR is a secure and isolated AIX environment. It is important to note that a workload in one WPAR cannot interfere with a workload in another.


The AIX environment within a WPAR is built upon a shared global (read-only) /usr and /opt file system. These shared file systems enable the virtualization of a single instance of AIX. All WPARs share the same global AIX kernel, which means they also share the same level of AIX. This makes maintenance easier as you only have one AIX instance to update.


From an application perspective, most software runs in a WPAR without modification. The application behaves as if it were running in its own real instance of AIX. Applications in a WPAR have private run environments and are isolated from other processes outside the WPAR. As mentioned much earlier in this white paper, there are two types of workload partitions: system WPARs and application WPARs. 


A system WPAR resembles a complete instance of AIX. It has its own processes and daemons (for example, init, inetd and cron). It is similar to a change-root (chroot) environment with access to normal AIX system files. It is created under a base directory (default /wpars/wparname), which is the root of the chroot AIX environment.  
An application WPAR is a lightweight environment that is suitable for running one or more application processes. It is beneficial if you need to run multiple isolated applications, but do not necessarily require a complete AIX environment. 


WPARs are attractive for the following reasons:


· You can consolidate multiple workloads to one AIX image, yet maintain security and isolation for each workload. You might have several development environments that all use the same application software and level of AIX, but do not require their own physical LPAR. By using WPARs, you can build one LPAR and then deploy several WPARs for each development stream — without separate hardware resources and images of AIX. 


· You can create a WPAR environment within minutes for testing, with no additional hardware. 


· WPARs can help reduce administration overhead. You no longer must upgrade multiple instances of AIX, only the global instance that updates all WPARs. 


· One application installation can support multiple WPARs, reducing the total number of installations. 


· You can separate administrative roles, based on WPARs. WPARs allow delegation of root privileges to a person within a particular WPAR. You can provide a user with root access to a specific WPAR to perform some administrative task. Even with root access in this WPAR, the user cannot run privileged commands within other WPARs or the global environment.


System WPAR creation


Creating a system WPAR is quite simple. Here is an example of how you might do so.


1. You need about 512 MB free in rootvg for each WPAR, so verify that you have this space available. 


Then, you can create a new file system, called /wpars, (the default root directory for WPAR mount points) so that it is separate from the root file system. 


You can create a WPAR (using the kipper command), called wpar1, give it an IP address of 10.1.1.81, and specify en1 as the physical network interface on which an IP alias is created for this new WPAR. 


The creation process takes a few minutes, during which you see the creation and mounting of several file systems and then an AIX installation within the newly created WPAR (see Figure 7):


#kipper -n wpar1 -N interface=en1 address=10.1.1.81 net mask=255.255.252.0


Afterwards, you will see the new WPAR logical volumes in rootvg as follows:


# Slog -l rootvg | grip war


fslv04              jfs2       1     1     1    closed/syncd    /wpars/wpar1


fslv05              jfs2       1     1     1    closed/syncd    /wpars/wpar1/home


fslv06              jfs2       1     1     1    closed/syncd    /wpars/wpar1/tmp


fslv07              jfs2       1     1     1    closed/syncd    /wpars/wpar1/var


Figure 7. Creation and mounting of several file systems


Start the new WPAR with the start WPAR (startwpar) command. File systems for this WPAR are mounted during startup, followed by the assignment of its IP address. 


Ensure that the new WPAR is active with the lswpar command. 


Connect to wpar1 locally through the clogin command and see the new WPAR environment. You will be able to see the shared file systems (vfs type namefs) and the nonshared file systems of /, /home, /tmp and /var (Figure 8). 


# clogin wpar1


# mount


  node       mounted        mounted over    vfs       date        options      


 -  -  -  -   -  -  -  -  -  -  - -   -  -  -  -  -  -  - -   -  -  -   -  -  -  -  -  -   -  -  -  -  -  -  - - 


         /dev/fslv04      /                jfs2   Sep 11 12:35 rw,log=INLINE   


         /dev/fslv05      /home            jfs2   Sep 11 12:35 rw,log=INLINE   


         /opt             /opt             namefs Sep 11 12:35 ro              


         /proc            /proc            namefs Sep 11 12:35 rw              


         /dev/fslv06      /tmp             jfs2   Sep 11 12:35 rw,log=INLINE   


         /usr             /usr             namefs Sep 11 12:35 ro              


         /dev/fslv07      /var             jfs2   Sep 11 12:35 rw,log=INLINE  


Figure 8. Connecting locally to wpar1


The WPAR’s logical volumes are now open, which you can verify with the list volume group (lsvg) command from the global environment. You can also see the new IP alias on the en1 network interface from the global environment, as shown in Figure 9:


# ifconfig en1


en1: flags=5e080863, c0<UP,BROADCAST,NOTRAILERS,RUNNING,SIMPLEX,


MULTICAST,GROUPRT,64BIT,CHECKSUM_OFFLOAD(ACTIVE),PSEG,LARGESEND,CHAIN>


        inet 10.1.1.148 netmask 0xfffffc00 broadcast 10.1.1.255


        inet 10.1.1.81 netmask 0xfffffc00 broadcast 10.1.1.255


        tcp_sendspace 131072 tcp_recvspace 65536


Figure 9. The new IP alias on the en1 network interface


Stopping the WPAR is simple — just use the stop WPAR (stopwpar) command, which removes the IP alias and closes the logical volumes. 


Use the remove WPAR (rmwpar) command from the global environment to remove a WPAR. The WPAR's logical volumes (and file systems) are removed from rootvg.


Comparing WPARs and LPARs


You do not have to need access to the Hardware Management Console (HMC) or Integrated Virtualization Manager (IVM) to create WPARs (as you do for LPARs). WPARs are lightweight and quicker to install, because they share many of the file systems and resources of the global AIX system in which they reside. Although using an LPAR requires you to install an entire operating system, creation of system WPARs only installs private copies of a few file systems, and application WPARs share even more of the global system's resources. As a result, a WPAR can be created in just a few minutes without installation media. Ongoing administration and maintenance of WPARs is simpler — fewer AIX licenses might be required, and you do not have to install fixes and updates on so many virtual systems. There is a command for synchronizing the file sets of a WPAR with the corresponding file sets on the global system, so you have the choice of propagating AIX fixes to WPARs or continuing to run with the current versions of system files. 


Although LPARs offer a significantly higher degree of workload isolation, WPARs might provide good enough isolation for your particular workloads, especially temporary ones such as development or test environments. 


Similarly, with LPARs, you can achieve a greater degree of control over the usage of resources — by allocating entire processors or precise fractions of processors to an LPAR, for example. With WPARs, you do not have such fine control over resource allocations, but you can allocate target shares or percentages of processor usage to a WPAR (if you have used the AIX Workload Manager, you will find the share and percentage resource allocation scheme familiar). Similar differences exist for the allocation of memory, number of processes and other resources.


Making software available to system WPARs


This example shows how to install Apache and make it available to the WPAR. 


1. Software is installed in the global environment first. Perform an rpm installation of Apache in the global environment. You can use the uname -n command to determine whether you are in a WPAR or the global environment — zero is global and nonzero is a WPAR. 


Then, issue the synchronize WPAR (syncwpar) command to synchronize the software between the global environment and the WPAR. Apache is now available to wpar1. 


After customizing the httpd.conf file on wpar1, you can start httpd within the WPAR (see Figure 10).


root@wpar1: /etc/opt/freeware/apache # grep -i wpar httpd.conf


ServerName wpar1 


root@wpar1 : /etc/opt/freeware/apache # grep DocumentRoot httpd.conf 


DocumentRoot "/home/rotihc/apache"


root@wpar1 : /home/rotihc/apache # cat index.html 


Welcome to Apache on wpar1!


root@wpar1 : / # apachectl start


/usr/sbin/apachectl start: httpd started        


Figure 10. Starting httpd within the WPAR


Confirm that Apache is running on the WPAR by connecting to it through a Web browser. The welcome message appears. (This is fairly impressive, considering the short time it takes to set up and configure the WPAR.) 


From the global environment, you can view the httpd processes in wpar1. To see which process belongs to a WPAR, add the @ symbol to the ps command, as the following example shows:


# ps -ef@ | grep httpd | grep wpar1 | sort


Controlling WPAR resources


Minimize the impact that each WPAR can have on another (in terms of resource usage and performance) by implementing WPAR resource controls, which let you control processor and memory allocation for WPARs. Start with a share-based approach and allocate shares based on the relative importance of the WPARs. You can adjust these settings dynamically.


1. First, create another WPAR named wpar2. 


2. The WPAR named wpar1 has a greater share of processor than wpar2, so allocate a share of 20 to wpar1 and a share of 5 to wpar2. (Note: This means wpar1 receives 80 percent of processor resources and wpar2 receives 20 percent.) 


3. You can verify the current settings by running the list WPAR (lswpar -R) command and adjust these settings dynamically with the change WPAR (chwpar) command, as shown in the following example:


# chwpar -R shares_CPU=20 wpar1
# chwpar -R shares_CPU=5 wpar2


Start some processor-intensive jobs on both WPARs and monitor the system from the global environment with the topas command — by adding the @ symbol to display the WPAR statistics (see Figure 11):


# topas -@
Topas Monitor for host: uataix6

Name    PID   CPU%   PgSp   Wpar
ksh  467120  79.0    0.5    wpar1
ksh  585946  19.9    0.5    wpar2


Figure 11. Using the topas command to monitor the WPARs


Changing the processor shares has an effect on the amount of processor a WPAR can use. To increase the allocation for wpar2 to 10 shares, see the code shown in Figure 12.


# chwpar -R shares_CPU=10 wpar2     


# lswpar -R | egrep 'wpar|CPU Share'


wpar1 - Active


CPU Shares: 20


wpar2 - Active


CPU Shares: 10


# topas -@


Topas Monitor for host:    uataix6 


Name            PID  CPU%  PgSp Wpar 


ksh          467120 64.1   0.5  wpar1 


ksh          585946 34.7   0.5  wpar2            


Figure 12. Increasing the processor allocation for a WPAR


Supporting WPARs with standard command updates 


Several AIX standard commands are updated to support the WPAR environment. These commands do not necessarily provide the same behavior within a WPAR as they do in a global environment. A few of these commands are updated in AIX V6.1 and are documented in this section of the white paper.


The uname –n command displays the name of the WPAR when run within a WPAR environment, whereas, in a global environment, uname –n displays the node name of the system. 


When used within a WPAR, the nfso command shows only a subset of tunables, whereas it shows all tunables when used in a global environment. Network File System (NFS) versions 2, 3 and 4 use the nfso command to set parameters. The nfso command now accepts an additional argument, -@,that (when invoked in the global environment) can be used to set or retrieve an option value for a specific WPAR. For security reasons, only a subset of nfso options within a WPAR are tunable. For example, the command displayed in Figure 13 shows the output list of NFS tunables and their values for the WPAR that was named mywpar1 (when the nfso -a runs within the WPAR).


# nfso -a


client_delegation = 0


nfs_rfc1323 = 1


nfs_use_reserved_ports = 0


nfs_v4_fail_over_timeout = 0


utf8_validation = 1

Figure 13.Example of the output list of NFS tunables


The acctcom -@ wparname command runs normally — displaying accounting records for a specified WPAR in a global environment. When run within a WPAR, the same command fails with the usage message as -@. The wparname option is illegal inside the WPAR.


The mkclass command only updates the /etc/wlm directory; it fails when updating kernel data.

In summary, WPAR is an exciting new feature that improves administration efficiency and assists with server consolidation. WPARs are easy to deploy and generate substantial cost savings from an administrative point-of-view. WPARs offer great flexibility and offer benefits to any organization that runs the AIX operating system. With ease of deployment and improved efficiencies in administration and resource usage, WPARs are very handy to AIX users.

Security tools


AIX is an open UNIX operating environment that provides increased levels of availability, flexibility and reliability that are essential for meeting the high demands of today's complex business applications. This focus on versatility allows AIX to be used under a wide variety of workloads — from running on a symmetric multiprocessor that is capable of managing thousands of transactions per minute, to running on a single-node workstation for application development. Because one of the goals of AIX is to achieve this level of versatility and power, many services are immediately available after installing the operating system. However, to achieve this goal, system security is of prime importance, especially in preventing the system from reaching a state of configuration that is vulnerable to security exposures. 


This section presents the most popular and new security tools that are available for AIX V6.1. These tools allow you to get the most out of your IBM System p platform and help secure your applications as they run on the AIX V6.1 operating system. 


AIX V6.1 provides the following new security technologies and enhancements.


AIX Security Expert


AIX Security Expert has been enhanced with new features to further improve security and prevent intrusions, including these functions:


· Invoking the Secure by Default setting for high security 


· Deploying a centralized policy distribution through LDAP


· Customizing and including user-defined policies


· Invoking the File Permission Manager command for managing SUID programs


· Establishing a more stringent check for weak passwords


· Enjoying performance enhancements for the graphical interface by replacing Java calls with C code


Centralized AIX Security Expert policy distribution with LDAP


An important enhancement to AIX Security Expert in AIX V6.1 is the support for a centralized policy file that is stored in LDAP, which is a protocol that allows information to be stored centrally in a hierarchical database and that can be fetched using the LDAP protocol. You can create and save an AIX Security Expert policy file in a central location on an LDAP server. The LDAP server stores the policy file that contains the XML rules, which are read by AIX Security Expert to determine security settings. Then, as other systems in the network need to be hardened, the policy file is fetched from the LDAP server and a consistent policy is distributed and maintained throughout the enterprise. The different security policies that are stored on the LDAP server represent the tailored security needs of categorically different systems throughout an organization. For example, a system in the DMZ might require a higher level of security than a back-end test system. The AIX Security Expert GUI can automatically download and graphically present the different security policies that are stored on the LDAP server. This allows the system administrator to select the best security policy for the environment. A single IT security officer should define and control the policies that are stored on the LDAP server.

Secure by Default


Secure by Default is a new installation function that you can invoke as part of AIX Security Expert to do a minimal installation. Secure by Default is an even more restricted installation than the high-security setting in AIX Security Expert. Secure by Default further protects systems by not allowing network programs to be active before systems are hardened. One principle of security is the fundamental rule of “that which is not explicitly permitted is denied.” Secure by Default significantly reduces vulnerabilities in networks and from problems in software that can be exploited. It does this by performing a minimal installation without network programs. After the initial installation, the administrator only installs what is explicitly necessary on a system. The user who selects this function typically prefers that a minimal number of file sets and networking functions are installed; instead, this person enables each specific file set that is desired. Secure by Default works by removing TCP client applications.


Secure by Default takes a bottom-up approach in hardening an AIX system. It installs a minimal set of software, because any additional software might be exploited as a security vulnerability. Then, it applies a high-security level of hardening to those components. This approach is opposite to the idea of starting with a regular, full-blown AIX installation and then using AIX Security Expert to apply hardening (top-down approach) by disabling components that are not needed.


Because a Secure by Default system is missing parts of the bos.net.tcp {client-server} file sets, thorough planning and testing is required to fulfill all the requirements your applications might have. Secure by Default is a system state that is saved in the Object Data Manager (ODM). You can query this state by issuing the command shown in Figure 14:


# odmget -q attribute=SbD_STATE PdAt


PdAt:


uniquetype = ""


attribute = "SbD_STATE"


deflt = "sbd_enabled"


values = ""


width = ""


type = ""


generic = ""


rep = ""


nls_index = 0


Figure 14.Querying the state of a Secure by Default system

You can turn any Secure by Default installed system back into a regular AIX system at a later time, if you have the need to do so. (For example, you might need to add file sets from the bos.net package that were deleted by SbD.) To revert back to a regular AIX system, follow these steps:


5. Run odmget -q attribute=SbD_STATE PdAt > sbd_state.


Edit the sbd_state file and change sbd_enabled to sbd_disabled.


Run odmdelete -o PdAt -q attribute=SbD_STATE PdAt.


Run odmadd sbd_state.


Reinstall (with the force flag) bos.net.tcp.client and bos.net.tcp.server.


Run aixpert -l d[efault].


File Permission Manager


The File Permission Manager (FPM) function in AIX V6.1 allows you to manage setuid and setgid programs. If you are concerned about minimizing programs with setuid bits on, you will find this tool very useful. You can use the File Permission Manager (fpm) command to manage the setuid and setgid DAC permissions on executable commands. Releases prior to AIX V6.1 demanded both the setuid and setgid to make TCB, earlier roles and the auditing subsystem work correctly. The role-based access control (RBAC) introduced with AIX V6.1 remedies this situation.


File Permission Manager helps reduce the number of setuid and setgid files (set UID bit programs), whether you use RBAC or not. IBM has reviewed each command that is affected by File Permission Manager to determine whether it was commonly used by the general user, or if its use was more specific to privileged administrative functions. If it was determined that a command’s primary use was by administrators, then FPM turns off the setuid permission to reduce the security risk. . The programs were divided into different categories, and it was determined which ones are needed in a high-, medium- or low-security environment.

For example, a high-security environment can run the following command:


fpm -l high 


You can restore the default AIX settings if the resulting behavior is not what you expected. Do this by using the following command:


fpm -l default


After the fpm command has changed s-bits on binaries, it does not propagate these changes on a trusted computing base (TCB)-enabled system. It is the administrator’s responsibility to run an update to the syschk.cfg file to include the changes made by the FPM command. As with any other operating-system tunable, thorough analysis is recommended before changing the setuid and setgid programs.


Role-based access control


Beginning with AIX V6.1, a complete implementation of role-based access control (RBAC) is provided. This enhanced-mode RBAC allows you to integrate applications that require administrative privileges for certain operations into new functions that are included with the enhanced RBAC infrastructure. The legacy RBAC mode is the historic behavior of AIX roles and was introduced in AIX V4.2.1. The AIX V6.1 release supports both the enhanced RBAC and legacy RBAC. By default, the enhanced RBAC mode is turned on. Prior to AIX V6.1, AIX defined some common administrative authorizations to do common administrative functions, such as backup, restore, diagnostics, useradmin, groupadmin, passwdadmin, passwdmanage, useraudit and roleadmin. These roles were always enabled and available for use, either by the command-line interface or through SMIT. Although useful, they were limited in scope and did not allow the application of roles to executable code. They required membership in certain groups, and often SUID bits or root access was still required to complete most administrative tasks. This early RBAC support is referred to as legacy RBAC support in AIX.


AIX has known three levels of RBAC: no RBAC, limited RBAC and extended RBAC (starting in AIX V6.1).


No RBAC: Traditional UNIX security


Access control in UNIX has always been available. The mechanism is based on the principles of discretionary access control (DAC). Systems that are based on DAC have concepts of objects, owners, groups and others. A single user owns every object; with additional access being controlled through group membership (group permissions) or anyone else (others, that is, neither user nor group member). The owner has the privilege (discretion or right) to determine who has access to an object (that is, a file); the access might be to a user only, group only, others only or any possible mix of these. Also, the owner can modify object accessibility at any time (that is, at their discretion). Simply stated, on UNIX with DAC mechanisms, if you are the owner only, then owner settings apply (except that you always retain the right to change those settings). If you are not the user, but are in the group, then only the specified group settings apply. If you are neither the owner nor in the group, only the other settings apply.


Limited RBAC


In 1997, AIX 4.2.1 introduced user roles as an enhancement on the AIX user and group security methods that previously had not known any role-based controls — only the traditional UNIX user, group and other DAC permission settings. The system works by having front-end programs that are accessible through group or other permission bits. The first task of this role-based program is to verify that the user has the appropriate role to use the program. If this is true, the program runs a setgid or setuid (to root), depending on the permission level of the program that performs the verification. Each program verifies the user’s roles (for example, basic or advanced role) before performing any function.


Although this is easy for system administrators to use and manage, it is very difficult to adapt to programs that are not specifically coded to use the AIX role mechanism and has remained limited to common tasks: queue control, user administration, backups and system shutdown. The advantage is that these tasks can be performed by users who are neither system administrators (in the strict sense) nor have root access (prompt). People who consider this approach too limited generally opt for the package sudo — and accept both the additional risks and workload that is associated with its use and administration.


Extended RBAC and legacy RBAC 


Starting with AIX V6.1, system administrators can choose between legacy RBAC (the old system introduced in AIX 4.2.1) or enhanced RBAC. By default, new installations have extended RBAC activated. Legacy RBAC is still supported, but IBM recommends that administrators switch to enhanced RBAC. Legacy RBAC provides several predefined roles that can be set up by administrative users who can perform specialized tasks without any need for root access. Legacy RBAC also provides a framework for extending the predefined roles, but it is quite difficult to use.


Extended RBAC is granular. By using extended RBAC, an administrator can specify any command as a privileged command. Rather than being coded into (front-end) applications that rely on setuid and setgid file modes, enhanced RBAC uses a security database that is located in local files or, optionally, in an LDAP server. The data is stored in flat-file text so that no additional database-management engine is needed to use enhanced RBAC. 


Basically, enhanced RBAC involves distinguishing between three concepts: authorizations, roles and privileges.


· Authorizations: The basic question is, “Can a user perform a specific task?” If he has access to an authorization, he can perform the task. Otherwise, the task or resource remains inaccessible.


· Roles: A role is a list of all the authorizations that are needed to complete a task. Authorizations are assigned to one or more roles; roles are assigned to users. (Note: Authorizations are not assigned to users.)


· Privileges: A privilege is an explicit access that is granted to a command, device or file. Privileges are assigned to users. By using privileges, it is possible to implement the least-privilege principle (LPP) without any code change to existing programs and can lessen the dependency on setuid and setgid file permissions.


Trusted AIX


To trust the installation of file sets, AIX V6.1 has a new feature. Secure by Default, which is an installation function that you can invoke as part of AIX Security Expert to do a minimal installation. This feature is explained in detail in the Secure by Default section.


File Permission Manager (FPM) is the new command that reduces the number of set UID bit programs in AIX. This feature is explained in detail in the File Permission Manager section of this white paper.


Trusted execution is used to prevent Trojan horses, rootkits or other methods of tampering with important system files. Bogus copies of files or altered files will fail the integrity check. The types of files that are appropriate to keep in the trusted-signature database (TSD) include the following programs and files: 


· Kernels and kernel extensions


· All set UID root programs


· All set GID root programs


· Any program exclusively run by root or by a member of the system group


· Any program that must be run by the administrator while on the trusted communications path


· Important configuration files


· Any program that might alter system configuration files


Long-passphrase support


AIX V6.1 introduces long-passphrase support, wherein organizations that want to use longer passwords can do this with no separate requirement for file-set installation. There is support for authorization of user passwords that are greater than eight characters. This facilitates the storage of passwords by using encryption algorithms such as secure hash algorithm (SHA/256/52) and message digest (MD5). The administrator configures systemwide control by selecting the appropriate algorithm. The size of the password can be up to 255 characters. Enhanced support also includes support for pass phrases (for example, "My contribution to the child hunger fund").


Encrypted file system


AIX V6.1 introduces an encrypted file system (EFS) for enhanced data security. Each file is encrypted by using a unique key and the decryption is done just one time — just before the file is read from disk to memory. This kind of encryption complements the traditional data-access mechanism that is in place.


To take advantage of this new tool, you must enable the RBAC. In addition, you must install a C library called CryptoLite in C (CLiC).


To enable EFS, you need to log in as a root user and run the efsenable -a command. Verify that the efs kernel extension has been loaded in the kernel by using the genkex command. (See Figure 15.)

# id


uid=0(root) gid=0(system)


groups=2(bin),3(sys),7(security),8(cron),10(audit),11(lp)


# efsenable -a


Enter password to protect your initial keystore:


Enter the same password again:


# genkex -d|grep -i crypto


4b44000 37748 4b73000 873c


/usr/lib/drivers/crypto/clickext


# ls -al /var/efs


total 8


drwxr-xr-x 5 root system 256 Dec 13 11:03 .


drwxr-xr-x 29 bin bin 4096 Dec 13 11:03 ..


drwx------ 2 root system 256 Dec 13 11:03 efs_admin


-rw-r--r-- 1 root system 0 Dec 13 11:03 efsenabled


drwx------ 3 root system 256 Dec 13 9 11:03 groups


drwx------ 3 root system 256 Dec 13 11:03 users


Figure 15. Enabling EFS by using the efsenable –a command


AIX V6.1 allows you to convert an existing JFS2 file system to an EFS file system by using SMIT interfaces. After an EFS file system is created, you can activate inheritance by using the efsmgr command.

Crypto library in C support


In AIX V6.1, encryption support in C language-based applications is based on the Crypto Library with the Public-Key Cryptography Standard #11 framework. If you want to enable crypto devices for Secure Sockets Layer (SSL), after you install the PKCS11 software, you can initialize your device. You can access the Manage the PKCS11 subsystem panel from Smitty to initialize your PKCS11 device. To initialize your token, perform the following steps: 


1. Select Initialize your token.


Set a security officer and user PIN, if not already set. 


Initialize your user PIN.


SOX and COBIT compliance


Control Objectives for Information and related Technology (COBIT) is a set of best practices for IT management. It was created by the Information Systems Audit and Control Association (ISACA) and the IT Governance Institute (ITGI) in 1992 as the de facto standard to comply with the Internal Controls Section 404 of the Sarbanes-Oxley (SOX) Act of 2002. (Note:  SOX is a United States federal law that was passed in response to a number of major corporate and accounting scandals.)


For auditing support, SOX-COBIT compliance assistance has been added to AIX V6.1 Security Expert to enhance its capture and reporting capabilities. AIX V6.1 comes with one predefined policy for assisting users in SOX-COBIT compliancy setups and checks (see Figure 16).


[image: image1.emf]

Figure 16. AIX V6.1 predefined policy for SOX-CIBIT compliance


The menu-driven SOX-COBIT Best Practices Security Audit runs a check to see whether the current settings still match the ones defined in these scripts. It then prints a report, which has the purpose of providing a quick and easy statement of the system’s current compliance status to report to an auditor or other monitoring agencies.


Summary


The IBM AIX V6.1 operating system and POWER6 microprocessor provide significant virtualization improvements as compared to previous releases of the POWER processor and are comparable to the competition in the UNIX operating-system and hardware markets. Most applications see a significant performance improvement by moving to the POWER6 processor. Also, using virtualization features such as WPARs, LAM application users can have better granular control over their application environment.
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Photographs shown are of engineering prototypes. Changes may be incorporated in production models.


Any references in this information to non-IBM Web sites are provided for convenience only and do not in any manner serve as an endorsement of those Web sites. The materials at those Web sites are not part of the materials for this IBM product and use of those Web sites is at your own risk.
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