IBM Human Ability and Accessibility Center

Making Mobile Both
Accessible and Secure

Brian Cragun cragun@us.ibm.com
Elizabeth Woodward
IBM Human Ability and Accessibility Center

February 27, 2013

© 2013 IBM Corporation



Have you ever wondered:

 What are the costs to business of incompatible
mobile security and accessibility?

 What are the weak links in security processes?

 What security gaps must be checked for in assistive
technology on mobile devices?

 How can an enterprise
achieve accessibility and
mobile security?

 What factors need to be
considered when
developing a compatible
mobile accessibility and
security strategy?
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Agenda

e Bring Your Own Device pros and cons

« Examples of inaccessible security

* Risks of inaccessible security

» Risks of non-secure accessibility

* Focus items to achieve secure accessibility

— Eleven items to consider when
Implementing a secure accessibilty
strategy.

« Challenges you will encounter
e Summary

Applies to:

« Enterprise mobile deployment

* Mobile application development

» General security and accessibility issues
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Disclaimers

« We’'ll talk about how IBM is approaching
security and accessibility to try to help you
address the same issues

— This is not an announcement of products
or services

 Companies, platforms and products
mentioned hold rights to their respective
trademarks

— No endorsement of other products is
inferred

» Conclusions are based on anecdotal
experience

— There may be errors and omissions
| am not a lawyer

— S0 even these statements may not be
adequate disclaimers.
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“Companies spend millions of dollars on firewalls, encryption and
secure access devices, and it’s money wasted, because none of
these measures address the weakest link in the security chain.”

— Kevin Mitnick
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Personal mobile devices in the enterprise

Bring Your Own Device (BYOD)

 73% of enterprises have personal devices
accessing corporate resources (Source:
Computer Weekly)

 89% of IT departments WW support BYOD
(Source: Cisco®)

 46% of BYOD is unmanaged, either secret or
ignored (Source: Ovum™)

Benefits Risks

 Employees have more life balance  Data loss

 Employees feel more control e Security breach

 Employees have device they like « Experts: “Bring your own danger”
 Employees lose device control

» Enterprise saves costs of devices * Legal implications (e.g. HIPAA)

« Enterprise gets more productivity

 Newer technology / Better care. e Security and Accessibility don’t

always work together
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Standards in the United States o @ e
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Standards Globally

U.N. Convention on
the Rights of
Persons with

Disabilities — Signed

by 153 countries;
Ratified by 110

Rapid standards
adoption and
potential litigation
in emerging
markets

y

Public policies and
government mandates
for compliance with
WCAG in Australia,
Canada, China, Japan,
Netherlands, U.S., U.K.,
and others

Governments adopting international conventions and

technology standards for inclusion




Marketplace expectations
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Significant Financial Risk

U.S. Department of

Target Transportation
fined fined Delta Air
Lines Inc. $2M
S6M plus ne. 24
for Violating
future
audits rules protecting

air travelers with
disabilities

How much Is your brand worth?

Magnitude of risk has been in the

7-figure, $M USD range for enterprises.




The Impact of Inaccessible Security: Exampleso '

11

Previous PDF encryption locked
out users of assistive
technologies, despite them being
displayed to screen.

Blind users were unable to use the
corporate antivirus. They had to use
an alternative, less effective option.

g
| &

Sorry, we are unable to handle your request at this time,
please try again later.

CAPTCHA
*Some visual systems having success rates as low as
71% and some aural systems having success rates as
low as 31%.*
*6.5 % of users any age and 12% of users as 45-64
have trouble with vision

Current

Unauthorized person (non-IBMer) helps
with system/disk encryption locks.

If a vision-impaired user gets an exception
for the firewall, they run a less desirable
(Windows) option instead.

Near Future

Whatis the alternative to spoken
biometrics that can be overheard?

Willtouch-entered passwords be
observable by others?

WillPwDs or situationally disabled
circumvent security due to accessibility?

*Stanford University Study:

© 2013 IBM Corporation


http://theory.stanford.edu/~jcm/papers/captcha-study-oakland10.pdf

Security in Challenging Circumstanceso QI o

Eyes & Hands Free

If a security test fails an individual’s capabilities, it fails as an
iImplementation

If a security test fails the situation, it fails as a solution
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Four Incompatability Risks

The assistive Unverified

technologies assistive

do not function technologies

correctly in a leave

secure exposures to

environment security

Security is Secure

unusable solutions may
not be able to
be “retrofitted”
for accessibility

13 Articnomad Security guard sleeping on duty
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http://commons.wikimedia.org/w/index.php?title=User:Articnomad&action=edit&redlink=1
http://www.flickr.com/photos/madaboutshanghai/184665954/

Accessible Security & Secure Accessibility

14
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Focus items for integration to an enterprise

15

* Determine standards

* Embed into enterprise

« Assess platform accessibility

« Select support platforms

« Fill gaps

« Evaluate assistive technologies

* Provide accessible authentication

* Ensure accessible partitioning

» Provide development and testing tools

« Enable, monitor and enforce compliance

5ol LoloC Lol (-4
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Determine Standards

Security

16
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Embed standards into enterprise

17

Mandates
*Processes
eGuidance
*Metrics
eEducation
Documentation
*Tools
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Accessibility advocate role

18

Understands accessiblity
— Needs of PwD

— Assistive technologies
— Standards

Understands architectures and
enterprise processes

— Software stack

— User Interface (Ul) technologies
— Documentation

Provides guidance

Educates teams and management

Watches processes and
Implementation

Suggests process improvement
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Assess Platform Accessibility
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Select supported platforms

20

Android Devices
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Source: Dewtsche Bank and Tweesdeck

Jonathan Goldberg, jonathan.goldberg@db.com

Via: 3g49.blogspot.com

Graph shows
percentage of
devices sold

Fragmentation of
Android™ devices
makes supporting
everything
Impossible

|dentify the devices
used by your
business

Source: From a presentation by Deutsche Bank in the 4th LTE North America Conference, 8 - 9 November

2011, Dallas, Texas, USA. Used with permission.
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Fill gaps

21

Accessibility
*Screen Reader
eZ00M
*Preconfigure
*Development tools

Security

Platform settings
Policy

Partitioning
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Evaluate assistive technologies for security (1)@ & @ @ &

Example: Siri®. What happens to the spoken
phrases?

22



Evaluate assistive technologies for security (2) °@

Does the required Assistive Technology:
* Run correctly when the Security is engaged?
 Have artifacts that leave unprotected content?
— Logs
— Buffers
— Off-device processing
e Transmission
e Secure processing
— Is encryption adequate?
 Work in public / private situations?
 Require network connection?

bk
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Provide accessible authentication

Graphical Passwords: Not
suitable for device without a
mouse or touch-screen access

Passwords:

Consider length,
complexity, time-
outs, alternatives

Biometric
Authentication:
Consider cost,
environmental
considerations,
alternatives
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Ensure accessible partitioning (1 of 4)

Mobile Device Management

25
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Ensure accessible partitioning (2 of 4)

Type 1 Type 2
Bare Metal Hosted

2
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Ensure accessible partitioning (3 of 4)

Container Virtualization Solutions:

*The kernel of the device OS allows
for multiple user-space instances

*Kernel limits impact of one
container's activities on the other
containers

*Think of this as UNIX “chroot”
solution

«Cannot host a guest operating
system different from the host one
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Ensure accessible partitioning (4 of 4)

28

Assessment considerations:

» |s the container solution compatible with assistive
technologies

— (e.g. Eyes Free Shell)?
e |s the container solution itself accessible?

» Are the provided enterprise applications
accessible?

» Are assistive technologies available in both
containers/workspaces?

* Do you have to recompile or rework assistive
technologies?

* Do you need to make the assistive technologies
available on the mobile device management
server?
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Provide development and testing tools °@ \J
IBM Worklight for cross platform

development @ Workllght
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— CSS, JavaScript = look & feel -a“_ e __
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« Allows mix of native and web pages &7 gg
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IBM MobileFirst™

IBM MobileFirst Platform
*Worklight for development
*Rational Policy Tester

IBM MobileFirst Management
*Endpoint manangment for BYOD

IBM MobileFirst Security
*Access control
*Application vulnerability scanning

IBM Mobile First Services
*Strategy and Design
*Development
sIntegration

IBM MobileFirst Analytics
sUnderstand user behavior

More information: https://ibm.biz/BdxaRX
30 © 2013 IBM Corporation



Enable, monitor, and enforce compliance

*System settings
«Software inventory
«Software distribution
«Automation
*Monitoring
*Reporting

«Taking Action

31
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“The only constant is change”

Heraclitus, greek philosopher, 500 BC
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Rapid Transformation of Standards

00

Next
Generation
Initial 2008
Standards
& Policies 2005
2000 = OASIS: ODF
Accessibility

= |IBM: |Accessible2

= UN Convention on
Rights of People
with Disabilities

= W3C: WCAG 1.0
= US: Section 508

= |IBM: CI 162 = W3C: WCAG 2.0
= WCAG 1.0 = |SO: Software

= Japan = China: WCAG 2.0

=  Germany based Web

= ltaly standard

= France

n UK W}r\w

] Netherlands )

= Korea -

= US states . J—

. .

OASIS 9
33

Telecom &
Private
Sector

2011

= US: CVAA, ADA

= [TU Accessibility
Initiatives

= EU: Telecom
directive

= Japan & Canada:
CVAA-like regs in
process

= Canada: WCAG
2.0 for federal gov't
website

= Ontario: AODA

= |SO: JTC1: AT-IT
Interop,
IAccessible2

= Korea: Public and
private sector
websites

Cloud, Mobile, &
Analytics

2012 2014

= W3C: WAI-ARIA, HTMLS5,
SVG, IndieUl, WCAG2ICT

= |ISO: Approved WCAG 2.0
as ISO/IEC 40500:2012

= IMS GLC: Access for All

= US: Section 508
procurement reg refresh

= US: Dol proposes 7%
PwD employment target
for fed. contractors

= EU: Mandate 376
standards, certification
scheme, potential
procurement regulation

= EU: Web Accessibility
Directive

= China: New Web
standard, government
mandate on accessibility

= Canada: More provinces
follow Ontario lead

Next

= 9N 124 ratifying
countries

= EU: potential
Accessibility Act,
accessibility required to
sell in EU market

= US: ADA Web standard

=l T
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Mobile Standards Lagging Growth ° S @ ' S
Total App
Downloads
30 billion £ ;
- s
15 billion ;
s
5 billion s \ S
2009 2010 2011 2012 2013
Integrated Earl Integrated :
iPhone Android Android Android
Screen Screen Screen Next/Prev
Reacder Reader Reader Navigation
*Missing APls 21t Cen 508 Indie
*Few Acc. Test Tools Comm & Refresh Ul

Missing WAI-ARIA Video Standard

© 2013 IBM Corporation



Diversity of Mobile Devices
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Emergence of New Security Technologies

o State of hypervisor solutions:
— Vmware® newly emerging Type Il hypervisor

— Red Bend vLogix Mobile™ emerging Type |
hypervisor

— Others

* Biometric authentication solutions are emerging:

— EyeVerify is working on software to bring eye
vein verification to your smartphone

— VoiceTrust is working on voice biometrics to
secure mobile banking applications

— Apple® entered into an agreement to purchase

AuthenTec ® for approximately US$356 million.

Predictions are that the next phone will have a
fingerprint sensor.

* Mobile device management solutions

— “10 New Mobile Device Management”
solutions reported May 2012

36
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Integration from the start is better

» Retrofitting is historically very
expensive

— Requiring expensive rework or
starting over

e Bolt on solutions may never work.

« Separation of accessibility and
security development means
potential failure

Photo credit: Flickr / ButterflySha

37 .
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Build Accessibility In

38

Cost of Fixing

A

Average cost to find a bug on developer's desktop: $25
Average cost to find a bug during testing: $500
Average cost to find a bug in the field: $15,000

1% defect reduction could save $15 Million per 1 million Lines

of code. (See notes)

Requirements
Gathering

Design and Unit Functionalify/System User
Development Testing Testing Accepiance

=

Live

Point at which
Bug Discovered
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Summary {‘f:}' {?:’ 8

* An enterprise mobile solution requires security and accessibility
— Accessible security
— Secure accessibility
e Secure accessibility steps
— Standardize
— Identify (and narrow) scope
— Assess
 |s security accessible
» |s accessibility secure
— ldentify and fill gaps
— Eliminate or separate known risks
— Integration into the corporate fabric
 Mandates, Processes, Development
— Build itin
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Questions?

thank you
L
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Trademark Attributions

The following trademarks are registered in the U.S. and other countries:

IBM, the IBM logo, ibm.com, OneUl, Rational, Rational Policy Tester, Rational Requirements Composer, Rational Quality Manager, Rational Team Concert, Worklight, IBM
MobileFirst, Smarter Planet, Smarter Cities are trademarks or registered trademarks of International Business Machines Corporation in the United States, other countries,
or both. If these and other IBM trademarked terms are marked on their first occurrence in this information with a trademark symbol (® or ™), these symbols indicate U.S.
registered or common law trademarks owned by IBM at the time this information was published. Such trademarks may also be registered or common law trademarks in
other countries. Find a list of IBM trademarks at “Copyright and trademark information” or www. bm.com/legal/copytrade.shtml

. Google and the Google logo are registered trademarks of Google Inc., used with permission. Android, the Android Logo and Chrome are trademarks of Google, Inc
. Apple, the Apple logo, iPhone, iPad, Safari, xCode and Siri are registered trademarks of Apple, Inc.

. 10S, iPhone®, and Cisco are registered trademarks of Cisco.

. Linux® is the registered trademark of Linus Torvalds in the U.S. and other countries.

. AT&T, the AT&T logo and all other marks contained herein are trademarks of AT&T Intellectual Property and/or AT&T affiliated companies.
. Bank of America is a registered trademark of Bank of America Corporation

. Blackberry is a registered trademark of Research in Motion Inc.

. Bluetooth is a registered trademark of Bluetooth SIG

. Disney and the Disney logo are registered trademarks of Walt Disney Co.

. Droid is a registered trademark of LucasFilm, licensed to Motorola

. Enterproid, the Enterproid Corporate Logo, Divide, and the Divide Button Logo are trademarks of Enterproid, Inc.

. HTC, the HTC logo, HTC SENSE, HTC EVO, HTC Desire, and any other HTC trademarks, tradenames, logos, service marks are trademarks of HTC Corporation
. Delta Airlines logo is a registered trademark of Delta Airlines

. JavasScript, Oracle, and the Oracle logo are trademarks of Oracle Inc.

. JetBlue and the JetBlue logo are trademarks of JetBlue Airways Corporation

. NFB and the National Federation of the Blind are trademarks of National Federation of the Blind

. Netflix and the Netflix logo are registered trademarks of Netflix, Inc

. Ovum is a trademark of Ovum Ltd.

. PMl is a registered trademark of Project Management Institute

. Sprint, the Sprint logo, and other trademarks are trademarks of Sprint

. BlackBerry and RIM families of related marks, images and symbols are registered trademarks of Research in Motion Limited

. Stanford is a registered trademark of Stanford University

. Verizon Wireless is a trademark of Verizon Trademark Services, LLC, VMware

. vLogix Mobile™ is a trademark of Red Bend Software

. AuthenTec is a registered trademark of AuthenTec, Inc

. LG is a registered trademark of LG Electronics, Inc.

. Ta kBack is a trademark of SupportSoft Software, Inc.

. Target and the Bullseye Design are trademarks of Target Brands, Inc.

. T-Mobile is a federally registered trademark of Deutsche Telekom AG

. Windows is a registered trademark of Microsoft Corporation, Inc.

The name of other companies, products and Services are the property of their respective owners.
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